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Abstract

In order to maintain and promote a robust and
dependable system it is required that agents, representing
system services, are allowed some autonomy in their
operations. It is also required that the system be as open as
possible, without compromising security, to allow the
introduction of novel procedures and performance
improving changes or additions. This paper uses concepts
from Artificial Immune Systems (AIS) engineering and the
Stochastic Situation Calculus dialect of predicate logic, to
formalise the detection of system novelty, based on danger
signals as an immune (self-healing) and evolutionary (self-
adaptive) reaction trigger. In this way any threat or
potential enhancement to the system can be monitored for
and the appropriate action taken to facilitate system self-
governance, ensuring predictable and safe self-adaptation.

1. Introduction

The convergence of telecommunications, data networking
and broadcasting has further accelerated the need for highly
distributed autonomous systems. This encompasses the
emerging technologies of wireless systems, sensor
networks, networked appliances and pervasive, ubiquitous,
on-demand computing, creating a need for high
dependability. This cannot be attained without addressing
software dependability issues [1], which are exacerbated by
systems’ complexity, their inherent diversity and frequently
changing technology and users’ requirements [2, 3].

Accepting the hypothesis that adopting biologically
inspired situated autonomic systems design [4] can
underpin our quest towards more dependable - self-
adaptive distributed software, the authors argue that
developers of such systems will be required to generate and
deploy, together with the systems, their associated formal
model. This can be reasoned upon, for instance during

governance/control of systems’ autonomic operations
including; self-management and adaptation.

The formal model for meta-control of system behaviour,
through distributed agency, is of special importance
because it permits the separation of self-governance rules
from the functional norms of the applications. This
approach has been recognised as beneficial from initial
policy based accounts [5] through to more flexible
deliberative architectures [6]. In this way the nature of the
system can be adapted dynamically without the need to
recode functionality and modifications can be performed
without halting the system.

Research into system self-management has focussed on
the “sensor-effecter” mechanism for autonomic behaviour
[7]. This paper, however, presents a formal semantics for
the event-situation-condition-action sequence, via the
stochastic situation calculus [8, 9] and danger theory [10],
which is used to formalise the “adjustable” governance
models for autonomic software behaviour and system
evolution.

The situation calculus is a well established formalism to
model dynamic systems [11]. It facilitates the
representation of time, continuous processes, actions
performed by agents with free will, actions performed by
nature, non-deterministic actions of chance, knowledge
producing actions and the mental state of service agents. It
can handle concurrent actions, prediction, planning,
diagnosis and hypothetical reasoning [12, 13, 14]. It is a
(mostly) first order predicate calculus language. Thus it can
be widely understood even by those unfamiliar with the
actual language of situation calculus itself. It gives a truly
logical specification of a system so that items of interest,
such as undefined novel behaviour, as well as parameters
used for the governance, follow as logical consequences.
The situation calculus is well suited to solving the problem
of providing a formal and computational account of the
complex dynamic processes in system self-governance and
adaptation.



The use of biologically inspired concepts, such as the
Artificial Immune System (AIS), stems from the perceived
robustness and self-healing properties of natural systems
[15]. In this paper a theory of how the immune system
operates, namely danger theory, is used to provide a
formalisable mechanism to promote self-adaptation and
self-healing. Danger theory challenges the received view
that the immune system’s main concern is the distinction of
self from non-self [16]. Alternatively it sees danger
detection as its primary function. Whilst these views are not
mutually exclusive [17] it is not the purpose here to debate
the merits of the models but rather to take useful notions,
from these biological insights and appropriate them for a
computer system artificial immune mechanism.

Accordingly this paper continues, in section 2, with a
background look at danger theory in the context of AIS.
Section 3 provides an overview of the situation calculus, its
extension to stochastic actions and how to specify danger.
Section 4 explains how the formalism may be used to
detect and react to danger, leading to the case study in
section 5. The paper concludes with a note on future
research and the usefulness of this approach.

2. AIS and Danger Theory

In a human body the integrity of the whole is aided by the
immune system. It is usually perceived to function on three
levels:

e The External Barrier: Skin, Hair, etc.

e Innate Immunity: Genetic Information Inherited from
Parents

e Acquired Immunity: Learned Responses to Adapt to
External Threats.

In a computer system these have direct analogies. An
external barrier is the security built around the system;
firewalls, password protection etc. Innate immunity is the
pre-specified dangers that the designer can predict and set
appropriate responses for. The acquired immunity is more
difficult and complex to achieve. In this antibodies or
receptors in the system are matched to foreign antigens or
threats to the system. In classical immunology it is thought
that an immune response results when a foreign or non-self
object is encountered within the system. However more
recent research, in immunology [18] suggests that the
discrimination performed must be more sophisticated than
simply self versus non-self. A framework [19] is proposed
to analyse applications of biological models to computing.
In particular meta-models to preserve openness in
evolutionary systems to cope with far from equilibrium,
heterogeneous, diverse and interacting system properties
are needed. Stepney et al [19] contend that current
mathematical and computational descriptions of biological
models tend to be static. It is for this reason that the
situation calculus is proposed here to evaluate and model

danger, in dynamical systems, which can then be placed in
the context of a conceptual framework.

To enforce an immunological model on a computer
system requires a dynamic or changeable version of self. In
this way danger signals can be interpreted and appropriate
action taken, new receptors can be instigated to cope with
unforeseen danger and the system can become self-tolerant
of changed but normal behaviour. So that non-self may still
be considered an indicator of danger but it is not the
overriding immunological response.

The idea that the immune system evolves to recognise
pathogens (dangerous situations) is not particularly new
[20]. What danger theory suggests is a new perspective
whereby the immune system’s primary motivation is to
detect and protect against danger [21]. In recent work this
has meant perceiving danger through the semiotics of
cellular distress [10].

In line with Aicklin et al [22] it is necessary to move
away from the mapping of objects to self/non-self. So non-
self will not necessarily cause an immune response whereas
the presence of danger signals will provoke a reaction. The
self/non-self distinction can still be useful but it may now
be viewed as a signal within Danger Theory. Furthermore a
danger zone around an object emitting the danger signal
can cause the immune response so that objects in proximity
to danger with matching receptors participate in the
stimulation of antibodies. Proximity in this case not only
means spatial nearness but is a binary relation between
objects that may, for example, signify file size, time stamp,
connection or use of similar resources.

In order to advance these notions it is proposed to use the
system’s exposure to danger as a stimulus to shape its
immune responses. Thus the system starts with a grounded
signal of danger, specified as innate immunity, consisting
of sensor readings mapped to unique concepts. So a
concept takes on the role of an antigen receptor. As the
system functions the instrumentation is read and the results
assessed for concept mappings. If the system advances into
unknown states then either a model driven simulation can
be used to predict any fatal consequence and thus obtain a
new receptor for danger or, given sufficient diversity, a
process can be allowed to run and if it fails the danger
receptor can be isolated. Thus new self can emerge and
cognitive immunity be established.

3. Stochastic Situation Calculus and Danger

The situation calculus presented in [11] formalizes the
behaviour of dynamically changing systems. It provides a
particularly useful instrument to model autonomous,
mobile, distributed applications, including the capturing
and handling of novelty manifested as danger signals. The
situation calculus is derived from the original formulation
of [23]. The formalism is based on the notion of a situation,
a snapshot of the state of the world. Each situation is



defined by the value of the fluents; the situation dependent

functions and predicates, in the situation. A situation is

transformed to a new situation by a named action that

changes the value of one or more fluents. So there are three

basic sorts:

e Sijtuations: which all emanate from an initial situation,
So, Where no actions have yet occurred. A possible
history is a sequence of actions called a situation.

e Fluents: are relations or functions where truth or
function values change from situation to situation.
They are denoted by function symbols with a situation
term as their final argument

e Actions: change one situation to its successor
situation. Each named action has an action
precondition axiom stating the conditions under which
the action can occur. In simple cases these can be
single actions with a linear ordering. However
concurrency and time can also be introduced to the
representation [12].

It is necessary to state how the actions affect the world
via effect axioms. These represent the change in value of a
fluent when an action causes the situation to change.

However to reason about change in the system these
axioms are not sufficient. It is necessary to add frame
axioms that state when fluents remain unchanged by
actions.

This gives rise to the frame problem [24]. The solution is
to combine the frame and effect axioms into a single
successor state axiom [25].

i.e. TRUE in next situation <> (an action occurred to

make it TRUE) v (TRUE in current situation and no
action occurred to make FALSE).
An action is initially specified by stating the conditions
under which it can be performed.

pOsS(A(Xy, Xo, ... X)) SFuX, X2 .. XnS)
where Fy(x;, x5 ........X, s)is an expression specifying
the preconditions for the action A(x;, x5 ... X))

To encompass non-determinism the stochastic situation
calculus [4] consists of the usual situation calculus plus a
nature’s choice space, C,. This is the set of the sets
consisting of the choices for each stochastic action. This
has the property that for X;, X, ¢ C, and X;#X, then
XinXy,=d. A member of the choice space is called an
alternative an element of the alternative is an atomic
choice. So for example
{succeeds_action(x,,...x,), fails_action(x,,...x,)} € Cqy
There is a probability function, prob,: C,—[0,1] such
that VXeCq, X cxPo(a)=1
This is a probability measure of the choices controlled by
nature. This is the usual standard probability definition. The
probability of a proposition is the sum of the probabilities
of the situations where it is true and the probability of a
situation is the product of the probabilities of the atomic
choices that are true in that situation. Thus the atomic

choices are probabilistically independent. This assumes a
finite choice space.

This provides a rich formal language for representing and
reasoning about dynamic systems. In particular it is
possible to formulate danger precondition axioms whereby
cognitive immunity is imparted to the system via abduction
of pre-danger situations. These can be characterised by
danger(succeeds_a, s) meaning the successful enactment of
action a is dangerous to perform in situation s. In general a
danger precondition axiom is a sentence of the form

danger(succeeds _A(aja, .....a,),s)=lli(anay, .....a,s)

where A is an n-ary action function symbol and
[L(aa,.....a,s) is a formula that is uniform in s. To be
uniform in s, in this case, means that a;a,,.....a, do not
mention terms of the sort situation. This ensures that the
danger preconditions for the action Aaa,,.....a,) are
determined by the current situation, s, not by any other
situation.

4. Danger Situation Calculus

In modelling a system in the Situation Calculus a flexible
representation of dynamic systems is gained. There is no
requirement for the explicit enumeration of the state
(situation) space and action or events are not explicitly tied
to specific time points. Using a Danger Theory perspective
with the situation calculus allows the evolution of a
dynamic self. Reasoning can then be performed on the
logical representation to supply receptors for perceived
danger signals (antibodies for known foreign antigens). In
this way new interactions that cause no harm, and may be
beneficial, are allowed.

In the first case the danger signal model used can be
unavailability of service, within the system. Thus a locally
unavailable service can trigger an immune response, at that
location, that can later be used across the whole system.
The immune response, from the system, would take the
form of receptor (antibody) generation for the danger. In
the context of the Danger Theory model for the human
immune system the unavailability of a service corresponds
to the danger signal generated by cells in the process of
non-apoptotic necrosis. That is anything that causes
abnormal cell stress.

As a facet of the evolutionary process certain situations
may become apparent where a threat or uncertain state can
be deduced. In order to characterise this situation a novel
fluent may need to be established within the running model.
At the point of system evolution where this occurs the
snapshot then contains a new fluent. The model is thus
updated and the initial value of the new fluent is false in the
initial situation carrying through to where it is triggered in
the system’s evolution. In this way an unknown situation is
confronted by the system encountering the new or non-
determined situation, via receptors, which have previously



been defined as concepts based on the results obtained from
system instrumentation.

In the situation calculus the knowledge gained in this
manner does not affect any fluents other than the
knowledge fluent [26] and non-knowledge producing
actions only affect the knowledge fluent as appropriate.
Additionally memory emerges because something known
in a certain situation remains known in successor situations
unless a relevant feature changes.

The result of the system running triggers a specific
configuration of receptors to be matched by behaviour that
can be termed threatening. These receptors are in turn just
defined concepts, which may be innocuous on their own
but occurring together form the basis of a new non-
determined situational model.

So, for example, as the system evolves, there may be
fluents monitoring for heavy CPU load or unresponsive
behaviour in a situation:

heavyLoad(service, s) or —responsive(service, s)
with corresponding remedial actions. These can be thought
of as innate immunity. However a situation may be
encountered where there is a lack of information giving rise
to a non determined state (termed here critical). This
triggers a system’s identification process of the critical
state. So we may call this
critical(service, s).

Now in the regular Situation Calculus the successor state
axioms take the form of, for example:
poss(a,s) Aholding(letter, do(a,s)) < [holding(letter,s) A

a#drop(letter)] v a=pickup(letter)
in the case of a robot mail delivery system where poss(a,s)
is the action precondition axioms expressed logically,

/ /Cloud ::

CA-SPA (Situation Prediction Action)

e.g poss(pickup(letter),s) =

in(mailRoom,robot) nnumberltemsCarried#maxPayload
Here, for most reasoning purposes, the values of the fluents
in the next situation are deduced. However if the new type
is introduced into the Situation Calculus, the danger
precondition axiom: - danger (succeeds_a,s), a successor
state axioms can be formulated:
danger(succeeds_a,s) Aposs(succeeds_a,s)

—available(service,do(a,s)) <
critical(service,s)
poss(a,s)Acritical(service,do(a,s)) =
(—available(service,s) Acritical(service,s)A
a#immuneResponse) v
( available(service,s) ndanger(a,s))

In this case a dangerous history can be abducted from the
individual service running to give a proscribed action
history or antibody for a particular danger antigen or
critical abnormal behaviour.

The implementation of these results is currently achieved
through an appropriate introspective scripting language,
Neptune, for autonomic systems programming [27, 28]. As
illustrated in figure 1, the system controller monitors
service states through a distributed tuple-space. The self-
governance is achieved through runtime adaptable Neptune
objects. Thus the system controller may use the sensing
results and danger signal responses to modify the runtime
components without the need to stop and restart the system.
Additionally the architecture provides the meta-structure
whereby the self-governance is separated from the service
concerns. Danger receptors can therefore be incorporated

+
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Figure 1: Self-Governance through Neptune Objects in the Clouds Architecture



into the self-governance model, as a result of the
deliberation process, without any system interruption.

5. Case Study

The specification and details involved in a Neptune
implementation, within the Clouds architecture, is beyond
the scope of this paper [27, 28]. However there is a direct
route from calculus to code making the logical calculus
specification synonymous with executable governance
structures [6]. Deliberative logic is defined through the
Situation Calculus into the Neptune language with system
co-ordination and storage of the common base made
through the Clouds architecture. Once published onto the
Cloud, a concept or action when referenced is located and
deliberated upon to produce a result that determines the
future action. This deliberation is controlled and specified
by the underlying logical formalism provided by the
Situation Calculus model adapted via the derived danger
signals Vital signs of the system state are obtained via
sensing actions, in the Situation Calculus, produced from
the instrumentation, in the runtime system.

The deliberative functional language Neptune is used to
combine concepts (the results of sensing in the Situation
Calculus) and actions to produce formalised states
(situations) as well as to allow actions to be executed by the
system as guided by the reasoning capabilities in the logic
or the perceived threat or danger.

The Neptune instrument framework exposes sensors at
both a machine level and component level to the language
and script. Neptune Instruments are wrappers of the
Windows operating system performance counters, meaning
that any performance counter is exposed to Neptune. These
are used to assess the level of criticality based on the
derived danger model.

This work has been applied to provide a robust self-
governance meta-system in a medical decision support
system [29]. For example the medical treatment decision
support system's core concern delivers a decision based on
matching patient variables to known treatments. However
the final decision on which treatment to follow rests with
the doctor. This raises a quality of process concern as a
danger signal. There are two reasons why this situation may
be a precursor of system danger. Firstly the doctor may
have chosen a risky treatment path that needs more
investigation. Secondly the system decision may need
updating to be more in line with the current clinical
practices if enough practitioners are using different
treatments to the recommended one. So, using the Situation
Calculus, a successor state axiom to monitor the state of
compliance may be stated:

compliance(patient,service,t,do(a,s)) <
[compliance(patient,service,t,s) A
—7t; a=treatment_decision(patient,t;)] v
Fid [a=treatment_decision(patient,t) A
system_decision(id,t,s)]
[id=(session,doctor,patient,service)]
with poss(treatment_decision(patient, t),s) = True

Thus the action history that led to the decision is encoded
within the logical statements. Furthermore this history can
be abducted and used to alert of danger in subsequent
similar circumstances. So, for instance in future uses the
system’s output may be varied to take account of changes
in medical knowledge or the doctor user may be alerted to a
mistake previously detected, queried, verified and stored as
an error by the system. This may be implemented via the
Neptune script applied to the NICE guidelines:

rule compliance

{
treatmentDecision t =
"cloud://Services.DecisionModel _.NICE";
instrument i =
""cloud://Instruments.DecisionModel _.NICEResul
t';

if (t.treatmentDecision(patient) I=
t.systemDecision(patient))

//flag that there is a guideline
decision conflict
i["'DecisionConflict"] = true;
}

Similar structures are used detect and extract histories
that caused, for example CPU overload or unresponsive
behaviour. Indeed any sequence of actions that led to a
diminution of system performance can be used as a receptor
for the danger.

6. Conclusion

The formal treatment presented here, in line with the
application of danger theory to computer systems, is an
early attempt to formalize danger signals. The main result
provided is the use of the stochastic situation calculus
language for abducting interesting action histories
(situations) for use in system adaptation via the newly
developed Neptune language. Also a part of this research is
to develop tools to support the specification, analysis and
refinement of danger signals to inform system adaptation.
The correctness of such models follows from the logical
specification with the resulting direct and verifiable



implementation, in Neptune, easily achieved. Further
research is underway to better identify the vital system
components, which require monitoring, and their
dependencies to better abduct danger receptors for the
system.
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