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Abstract. One of the greatest challenges for dependable service-oriented soft-
ware systems of next generation is coping with the complexity of required ad-
aptation or reaction to the detected unforeseen vulnerability attacks. To this
end, autonomic system[1] has been advocated as a way to design self-protective
systems to defend against malicious attacks or cascading failures. However,
other initiatives such as the self-regenerative system[2] adopt the biological-
inspired [2, 3]notions such as natural diversity and self-immune as a main strat-
egy to achieve the robust and adaptable self-protection. Based on an ongoing
research into self-regenerative programming model, this paper presents a
knowledge-centric approach for supporting the runtime automated generation
of software adapters for cross-standard service activation; and argues the im-
portance of application of a semantic knowledge to extract the notion of self-
regenerative adaptation from the previous polyarchical middleware implemen-
tation. The benefit of this will be the production of a customizable self-
regenerative adaptation service; and also, support for abstraction integration be-
tween domain of similar interests or others in a high-level management directed
towards building autonomic systems in a large domain of interest.

1 Introduction

“Self” systems, inspired by the concept of autonomic computing introduced by
IBM[1], has fuelled a growing interest in the construction of next generation distrib-
uted systems, which can efficiently self-manage themselves during the runtime proc-
esses without significant users’ interference. Self-healing, as a specific system recon-
figuration of autonomic computing, denotes distributed systems abilities to observe
failures resulting from faulty software and hardware, and consequently apply appro-
priate corrections to recover themselves from those unexpected failure. Most of these
marvelous high-level decisions or behaviours require huge amounts of complex inter-
action and integration at the service component level. Moreover, research challenges
raised from next generation software development architectures have also desires
self-healing systems to build within service-oriented grid computing[3] environment.
Components of distributed systems may deploy or implement with various distinct



service standards and middleware technologies. Thus, robust self-adaptation becomes
a vital capability for systems to recover themselves from failures by adopting any
available grid resource. In these days, numbers of research projects have already
addressed this complex service activations adaptation problem. Much insight into use
of common interoperation models has been adopted to accommodate adaptation
among the diversity of grid components including: OPENWING[4], Model Oriented
Architecture[5], and ICENI[6]. These approaches enable systems to interact with
resources independently of direct knowledge of one another through a shared com-
mon interaction framework or a communication protocol layer. This work has shifted
the burden of making interaction and adaptation consistent onto given technologies
(e.g. static APIs) and data format (e.g. neutral meta-data such as Web service De-
scription Language-WSDL). In order to apply these standard technologies, each com-
ponent has to modify their original implementation if they intend to be integrated
with or accessed (e.g. discovery and invocation) by other systems or components
implemented with different mechanisms. Such approach is viable if suitable configu-
ration and implementation has taken place during design time ahead of system de-
ployment. However, rapidly changing technologies and unpredictable execution envi-
ronments motivates a desire for more flexible runtime solutions allowing service
adaptation across standards. In which case, systems don’t need to halt processes for
reconfiguring their adaptation setting in order to adopt available grid services bound
with different approaches. Such runtime aspect is especially vital for self-immune
systems to correct their security vulnerabilities whenever an unforeseen security at-
tack occurs. As a result, numerous diverse versions of security systems can be gener-
ated by adopting various security components (such as access controls, encryption
data formats, firewalls). Consequently, this approach avoids the generation of new
vulnerability that might result from critical security components being halted during
reconfiguration.

To solve the problems outlined above, this paper focuses on an alternate research
solution: a runtime self-regenerative adaptation model based on a developed polyar-
chical middleware approach. A detailed description of this proposed polyarchical
middleware and its self-regenerative model have been discussed in previous work[7]
on supporting multi-standard service interoperation protocols and the adaptation
abstract programming model[8]. However, this paper primarily focuses on the appli-
cation of a knowledge model to extract the notions of self-regenerative adaptation
activities from adaptation implementation. This knowledge can extend the polyarchi-
cal middleware to support software factory aspects in order to produce various adap-
tation services tailored to service consumers’ own needs. It also supports the sharing
of understanding of the self-regenerative adaptation between domains of same inter-
ests or others in a high-level management and configuration.

The rest of this paper is organized as follows: it begin with a short overview of the
developed self-regenerative middleware service. It is followed by a discussion cover-
ing the reasons for use of a knowledge model. This is illustrated using a ongoing
design and implementation of the knowledge model. Finally, the paper concludes
with a discussion of the future development opportunities it affords.



2  Overview of Self-Regenerative Adaptation Approach

To solve the problems outlined above, this paper will focus on a novel solution: a
runtime self-regenerative model for service activation adaptation, based on a devel-
oped polyarchical middleware approach[7] that have been developed and imple-
mented in Java. Considering that autonomic systems can spontaneously interact with
destination services because they all share the same interaction framework and com-
munication layer, it can be supposed that in certain instances the only suitable service
component arriving into the environment will be unexpectedly bound with different
implementations. In this case, it is desirable that autonomic systems should still self-
configure themselves by adopting the new component. As components have no prior
knowledge of one another, a methodology is required to enable these discrete compo-
nents to communicate with each other. The authors introduce a novel middleware
framework that supports autonomic systems by dynamically generating the appropri-
ate adaptation code (i.e. adapters) for the given or available services of choice. With
such adapters, systems can discover and interact with remote components without
revising individual components to implement special APIs at design time. The au-
thors believe such an approach can well support autonomic systems to continuously
maintain and adjust their operation through a high level of self-management while
still achieving an alternative choice to interact with various components in unpredict-
able changing environments.
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Fig. 1. Self-Regenerative Service Adaptation Model

As shown in Figure 1 taken from [7], we considered a distributed service assembly
(application), and at runtime we assumed that service 2 fails. Suppose service 2’ is the
only available service matching the requested service (service 2). However, it imple-
ments a different interface (invocation mechanism) not supported by service 1. Thus,
adapter between service 1 and service 2’ needs to be auto-generated and deployed.
This will be achieved and supported by our polyarchical middleware architecture. In
order for this to be achieved, a generic structural model[8] is designed to support our
proposed self-regenerative adaptation service to accommodate dynamic loading and
the binding of required middleware components. Accordingly the diversity of vari-
ous service standards and middleware technologies can be achieved through the bind-
ing of those on-demand adapters.



3  Knowledge for Self-regenerative Adaptation

The previous section briefs the developed self-regenerative approach for supporting
service adaptation across standards. The use of abstraction models[8] provide the
polyarchical middleware a generic structure to accommodate the diversity of service
standards and middleware technologies adopted for the generation of on-demand
adapters. To extend this further, our interest is in developing a semantic knowledge
that can extract details of adaptation generation from the polyarchical middleware
implementation. This knowledge can be used to support the design of Service
Adaptation Manager in form of software factory.

3.1 Self-regenerative Adaptation Knowledge

Knowledge development can usually be viewed from two perspectives: 1) “Knowl-
edge=0bject” which specifies the semantic interpretation and implicit meanings of
various terms and concepts across domains; 2) “Knowledge=Process” which primar-
ily focuses on the service processes composition or software productions improve-
ments. Here, the self-regenerative adaptation knowledge has been designed to de-
scribe processes involved with adaptation generation.

3.2 Reasons for Applying Adaptation Knowledge

In brief, the reasons for applying knowledge to support the self-regenerative adapta-
tion service can be summarized as the following terms:-

Separation domain knowledge from implementation is one of the more common
goals in developing knowledge. In this case, details of static adaptation procedures
will be extracted from the implementation and figured into this domain knowledge.
Thus, Service Adaptation Manager can be mostly considered primarily as
a configuration environment. It will follow process composition models provided by
this domain knowledge to produce various adaptation services.

Reuse of domain knowledge is another driving force behind this approach. Domain
with the same interest can simply adopt this knowledge by applying specific imple-
mentations. Additionally, it considers the building of a large domain knowledge, this
existing knowledge can also be integrated and share portions of the large domain
description. For example, considering more specific notions or concepts, this knowl-
edge can be extended to integrate with domain interests of self-immune systems (like
project PUCSec[9]). In this case after the dynamic evaluation of a system’s security
through composition analysis, the security level may be automatically increased
through the adoption of components providing various security algorithms or imple-
mentations. This may occur as a result of dynamic changes to the system, or when-
ever a security attack to the system is detected. The reuse of domain knowledge in
this way helps to improve the effectiveness and robustness of the overall system.



Process guidance and resource specification can support the design of Service
Adaptation Manager into a software factory model, which considers the pro-
duction of adaptation service families rather than a single approach. This software
factory is guided by this knowledge to assemble the on-demand middleware resources
for facilitating the adapters construction using the given process models either using
default or customized settings.

Knowledge integration plays an important role in the support of high-level
information management or integration with domain of the same interests or others.
The usages of this term can be viewed from two perspectives: 1) Enables service
consumers in  other domains to integrate  this  self-regenerative
adaptation service into their system processes. This knowledge can provide sufficient
information about “what the self-regenerative adaptation does" and “how it works”.
Thus, service consumers can customize adaptation services tailored to their own
needs by defining individual adaptation process models. For example, this knowledge
can be used in domains with self-healing interests to support distributed systems
recovering from the component failures; 2) Improve adaptation knowledge by
integrating with domains of same interests. In consideration of a large domain,
various adaptation domains can extend their knowledge or share adaptation functions
by integrating this high-level representation with each other. This can greatly
leverage the existing adaptation resources in considering the large investment on the
adaptation applications development.

3.3 Structure of Adaptation Knowledge

To complete the efforts mentioned in previous section, this adaptation knowledge has
been process has been designed into a two-layer model as shown in the Fig2: 1) adap-
tation ontology; 2) middleware components description. Ontology[10], the term bor-
rowed from philosophy, has widely been adopted to describe domain interests in
various fields, and also for heterogeneous information integration[11]. The adaptation
ontology here describes the self-regenerative adaptation service in term of a process
model of the form “what adaptation functions it offers” and “how they work”. This
information acts as a task list for software factory- service adaptation manager- on
how to produce adaptation generation service, and also provides verification and
justification for the adaptation processes. In order to do this, this ontology can further
be divided into two layers: adaptation concepts and adaptation process models. The
concept layer provides a high-level description for individual adaptation functional-
ities (e.g. processes) supported by polyarchical middleware. The details of the con-
cept layer consist of various information including: processes description, control
structure and data flow structure of processes in terms of the inputs, outputs, precon-
ditions and their sub-processes if applies. The process model layer provides the de-
tails of how these processes can actually be composed to facilitate the generation of
on-demand adapters. The separation of the adaptation ontology into two sub-layers
leaves the configuration of adaptation process models more customizable. As a result,
adaptation service consumer can compose process models tailored to their own needs



based on the information from the concepts layer if they don’t want to stick with
default process models provided by the polyarchical middleware. In addition, infor-
mation from this adaptation ontology can also support the knowledge integration with
domains of same interests or others in a high-level management or configuration.
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Fig. 2. Adaptation Knowledge Structure

The middleware components description declares the mappings from middleware
components with specific implementation to processes declared in the adaptation
ontology section. It also describes the accessing details for each middleware compo-
nent into the technical terms including: protocol, message formats, serialization and
addressing etc. In a quick summary, the software factory of service adaptation man-
ager can get guidance from the adaptation ontology on “what to do” and “how to do”;
furthermore, the component description provides information on “what components
can do the job” and “how to access them”. In addition, the self-regenerative adapta-
tion service can flexibly swap to another implementation approach by replacing com-
ponent description and those components bound with specific standards and tech-
nologies. At the same time, the high-level abstraction of self-regenerative adaptation
and the software factory structure can still remain the same without being infected.

4 Implementation of Self-Regenerative Adaptation Knowledge

The three-layer adaptation knowledge has been implemented into
separated meta-data documents (in format of XML). These machine-interpretable
texts can flexibly integrate with the design of service adaptation manager
on processes composition for providing self-regenerative adaptation service tailored
to consumers’ needs.

4.1 Adaptation Ontology Representation

As there is no “Correct” way or methodology for ontology development, this work is
not trying to define a new ontology description language to address all the issues that
an ontology development may need to grapple with. In order to quick test the research
idea mentioned in this paper, it adopts a self-defined schema to describe adaptation
process models instead of using standard technologies as DAML-S [12] or OWL-S.



Abstract process concepts defined in the adaptation ontology are mapped to the
adaptation functionalities provided in the polyarchical middleware. This ontology
describes the self-regenerative adaptation process as three developed integrated proc-
esses such as service discovery, service match making, and adapter construction.
More specifically, a service lookup process consists of two separated sub-processes,
namely both local and remote registry discovery. Also, an appropriate service match
may consider several aspects such as the service name, and its programmatic signa-
ture (service signature). For the service parameters, it is also important to ascertain
the matching of the number of parameters, their sequence and their data types are also
important to ascertain. Based on this information, service consumers would then
know the general characteristics for the self-regenerative adaptation service provided
by the polyarchical middleware. They can then compose their own adaptation process
models if they don’t want to stick with the default one (offered by the polyarchical
middleware). Indicated by the customized process models, the software factory of
service adaptation manager can produce an adaptation service tailored to the consum-
ers’ special requirements. The details of the specific middleware components bound
with those abstract processes will be covered in the middleware component descrip-
tion file.

4.2 Middleware Component Description

As we known, WSDL (Web service description language) has been widely adopted to
specify the technical details of accessing service components, which have mainly to
do with protocol type, message formats, serialization, and transport etc. Currently, the
syntax of WSDL has only been developed to bind with Web service relevant tech-
nologies. The middleware component description here has to adopt a self-defined
XML schema to specify information raised by various other service invocation proto-
cols besides Web services. With the similar goal as WSDL does, this middleware
component description provides the details of accessing those middleware compo-
nents bound with specific implementation. It also provides the mapping from (ab-
stract) processes defined in the adaptation ontology representation to those middle-
ware components. In future, this work can be easily swapped with any particular
specification language if it is designed to describe information about various service
bindings with strong industry backing.

5 Conclusions And Future Work

This paper first briefs a description of an alternate novel adaptation approach via
runtime self-regenerative adapters provided by the polyarchical middleware. The rest
of the paper highlights the motivations and requirements for the application of a
knowledge-centric model on supporting and reasoning the runtime generation of self-
regenerative adaptation. Future evaluation of this work is underway including a num-
ber of further developments including: the design of an evaluation tested for this
ontology model based on the developed polyarchical middleware; supporting the



semantic interpretation on the adaptation field across domains of same interests; an-
other ontology model to describe the generation of adaptation template class, which
might be transformed to deployable code (template class) encapsulated with specific
information of service bindings and technologies in case the polyarchical middleware
temporarily hasn’t got one.
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