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Abstract

Networking appliances represent a major growth user of the Internet.  As these appliances become more prevalent in society so the very nature of the user base and the products themselves have continued to evolve.  But certain classic problems still prevail, such as how can these diverse end node and network-based devices be made ‘feature sufficient’ and ‘feature enabled’ for an array of users, some of whom are technophobes? This paper will focus upon the use of learning and in particular the use of learning to enable devices to learn amongst themselves so reducing the reliance upon technologically-challenged users.

1. Introduction

Networking appliances face challenges when it comes to supporting diverse and often conflicting user requirements in a reliable, seamless and scalable manner.  The Federal Networking Initiative (11) highlighted the fact that user “demand for software far exceeds” America’s “ability to produce it” and that “inexperienced users need supporting”. Blumenthal and Clark (15) concurred, stating that “ease of use” is now a growth area as the Networking Appliance user-base has broadened. If customers are to be attracted and maintained then the issues of software installation, configuration, ease of upgrade and maintenance all need further consideration.  So whereas Human Computer Interfacing (HCI) issues still remain important, the issues of feature support and feature provision need to be addressed in novel ways so that network appliance flexibility does not in fact become a hindrance to the less computer-aware.

Yet this is not an easy issue to address. Blumenthal and Clark (15) warned against the stifling of innovation through rigidity aimed at addressing specific user needs.  We may lose the ability to “innovate, install new software at will, and run applications” if the network appliances themselves become to ‘dumbed down’.

It was with these issues in mind that networking appliances were examined anew.  Not only do they need to support a variety of users, they also need to cope with their networking environments.  These environments come with their own constraints and capabilities, as do the devices themselves. Therefore in order to become pervasive devices these devices may need to evolve.

It was with this need for network appliance adaptation that prompted the area of learning to be considered. Learning should be addressed, not only from users’ perspective but also from the perspective of peer networking appliances.  A network appliance that is ultimately capable of learning by itself or through external assistance (human or peer) its role, purpose and a required behaviour for a given context would seem an area worth considering.  Therefore several existing protocols that support learning or may support learning are examined.

2. The Scope and Role of various Learning Protocols

There already exist protocols such as FTP, TFTP, and SNMP for the exchange of configuration data and code download material. Also Quality of Service parameters now address issues concerning guaranteed services.  In addition to these protocols several protocols have attempted to address the issue of learning, each tackling the issue in a slightly different manner. For instance Barry, Davenport and McGuire (7), (8) developed a simple protocol that would allow wearable jewelry storybeads to store, retrieve and trade photographic images. This learning protocol targeted a specific form of pictorial learning allowing a user to view and exchange a limited set of images between jewelry storybeads.  It illustrated the fact that peer devices can communicate with one another in order to provide a user with specific functionality.

This ability to interact was discussed by Moyer (9). He suggested extending the SIP protocol so it could “control” the behaviour of switches, “query devices and handle asynchronous events and notifications”. He stated that communication amongst users, although important, is now supplemented by the need for communication between networking appliances “so that “emergent behaviour”… can be realized”.  But “emergent behaviour” may be harder to realize when dealing with a variety of contexts.  For as Benso (10) stated, networks themselves are “dynamic environments”. He examined the JINI protocol with a view to configuring networks but did not extend this research to encompass the other areas of potential change and learning.

Currently, in comparison, the Oxygen Project (13), (14) has set itself more far-reaching aims. It aims to explore and develop devices to allow “dynamic, self-configuring networks” to emerge.  With “software systems” that can “adapt-to users, to the environment, to change” with “minimal user intervention and without interruption to the services”.  “Pervasive”, “adaptable” devices will then emerge, capable of taking “alternative approaches” or reacting in a suitable manner to stimuli.

In parallel the Federal Networking Initiatives (11), (12), highlighted a desire to research such areas as “active software”, software that would participate “in its own development and deployment”. Also this software should be capable of updating itself, monitoring “its progress towards a particular goal” and be capable of discovering “a new capability needed for the task at hand”.  It should also “safely and securely download additional software needed to perform the task” in hand.  Therefore scalable systems, that not only allow  “human user traffic” but also allow “real time sensor derived information” to be exchanged “among autonomous embedded devices” should arise.  Network “aware applications” could then also be developed.  

So whereas the storybeads protocol (7), (8), was used to explore a particular area of research, the Oxygen Project (13), (14) and highlighted research topics (11), (12), are more extensive in scope. It is with these protocols and research areas in mind that we set out to explore the characteristics of learning in more depth ahead of proposing a potentially new learning-centric protocol for networking appliances.

3. Characteristics of Learning and a Learning-centric Protocol

Initially, as part of this research a series of topologies were modeled in order to highlight the need for a specific network resource or device focal point for network-based learning.  Potentially, in the short-term, an ‘intelligent’ device may be embedded in a network but fundamentally learning should be allowed to pervade across a variety of devices, from specialist devices such as Clark and Wroclawski’s “Personal Router”(1) through to more generic devices such as a routers and mobiles phones. Software and in particular middleware appears to offer the basis for a device independent learning protocol, one that is capable of servicing devices of varying complexity and need. Also support a protocol that may be enabled or disable, as required. But in order to design a suitable learning protocol, learning and specific key aspects of learning need to be explored and understood.

3.1 Fundamental Role of Learning

Learning involves a process, whereby complex or simplistic building blocks of knowledge (the inputs) are used for a purpose. For instance Kim (2) felt that “Learning can..be defined as increasing one’s capacity to take effective action”. The purpose may require knowledge from various categories in order to make a choice or take an action.  The inputs and outputs may vary so the learning process is not rigid and it is this flexibility that lends itself to an environment of change and so could allow network appliances to adapt.  In fact Senge (3) stated that there are two types of learning to consider, “adaptive” and “generative”.  Adaptive or learning based upon imitation as well as creative or generative learning.  Both types of learning need to be considered within the realms of the networking appliance world.

By bringing together diverse knowledge in novel ways new learning may arise, such as a better understanding of complex node relationships. Novel learning may also arise through accidental or deliberate actions.  Learning though does not have to be innovative as built-in triggers can be used instead to elicit automatic, repeatable responses. These responses then need to be analysed by the network appliance so that learning arises. Cohen, Lovinthal (4) also stated that “learning is cumulative” and that “the more processing” performed the better the “associations between the items to be learned and knowledge already in memory”.  Therefore this learning will be easier to retrieve. In parallel, Levitt and March (5) warned that links may be broken or weakened and we need to find, according to Senge (3) “effective learning processes”, ones that identifying underlying causes or “patterns-of-behaviour”.  These patterns are often not linear and may be obscured by “Dynamic Complexity” as opposed to “Detail Complexity”. For as Levitt and March (5) warned, learning alone will “not always lead to intelligent behaviour”.  How a network appliance uses and maintains learning is important, it needs to identify and target what learning is required in order to perform its intended role.

3.2 Elements Associated with Learning





Figure 1 - Situational Consideration Elements Diagram
Figure 1 attempts to summarise four key elements that influence the learning capability of a Networking Appliance.  These elements are role, behaviour, context and constraints/ capabilities.  

· Role

One of the fundamental questions in life is who am I?  For a network appliance this may be a built in parameter, a configurable parameter or an element not even considered.  For instance a television may only ‘know’ about its behaviour, not its purpose.

· Behaviour

What can I do?  If the user powers me, the TV on, I’ll default to BBC1 and if told to I’ll change channel.  These are the rules followed by the TV when certain events occur.  What is often omitted is context.

· Context

Where am I?  In future a TV may be more context-aware. For instance, my owner only ever watches TV after 6pm and before 2am, yet I’m still on (emergent, known pattern-of-behaviour).  This is an exception that needs feeding back so the network appliance can determine how to behave. (For instance, do I do nothing, do I flash up a query to check my owner is ok, do I send them an email at work to say I’m the TV and I’m still on or do I turn myself off automatically?  Probably the later is not a good idea if the person has decided to take a day off and not told the TV!  (contextual-based information) but the sending of an email to someone may be a good idea if the person is elderly and may be ill and in need of assistance).  Context and behaviour therefore may be tightly coupled.

· Constraints/ Capability

What should/ am I allowed to do?  What can I do? I have a certain size screen, access to specific channels and can connect to the Internet, but my owner never uses this capability.  Hence the constraints may be user-based and not just device-based.  When an exception occurs how can I react within my operating parameters and capability.

3.3 A Potential Learning Protocol 

Our learning protocol will be expected to support:

· a request for learning from a potential ‘pupil’

· a subsequent request from an expert assessing the suitability of the learning exchanged (feedback/ verification) (now or at a later date)

· a negotiation, establishment and exchange of learning (regardless of its complexity) as well as the session termination and any suitable error handling

The following taxonomies summarise various fields in the protocol that may be combined together in order to form specific learning protocol messages.

	Mandatory Protocol Packet Data Item
	Field Characteristics
	Description

	Source 
	
	From the supporting protocols e.g. IP

	Destination
	
	From the supporting protocols e.g. IP

	
	
	

	Protocol Identifier

(1 bit)
	
	Identifies a learning protocol packet

	Message Type

(7 bits)
	1

2

3

4

5

6

7

8

9

20
	Pupil requests learning

Expert assessing the pupil

Offer of assistance 

Acceptance of offer 

Clarification question

Answer to a question

Learning Transmission 

Learning Response

Session Termination

Disconnect on Error

	Packet Counter

(8 bits)
	
	One or more packets of learning to be exchanged

	Message Content Length

(16 bits)
	
	Yes or no answer 

warning of a further packet containing detailed code/ classes of data, configuration data, and other learning 

	Payload

(255 bits)
	
	Blank or contains several of the optional data structures as well as the learning itself


Table 1 – Mandatory Data Structures Taxonomy

	Potential Payload Data Item
	Field Characteristics
	Description

	Role Identification (Generic Role Types)

(8 bits)
	Value Required
	Field to contain details of the network appliance generic roles e.g. an object which is a bag 

	Role Identification (Specific to a Manufacturer)

(4 bits)
	Value or left blank (optional field)
	Field to contain further richness of detail, in relation to a specific manufacturer and/ or product e.g. a bag manufacturer by Marks and Spencer and is categorised as a briefcase

	Role Identification (Device Version)

(4 bits)
	Value or left blank (optional field)
	Field to contain details of the network appliance role in relation to a device version e.g. V1.2

	
	
	

	Feedback Required

(1 bit)
	0 or 1

(Default No/ 0)
	Requested by the expert, the ‘pupil’ must say if the learning is/was useful or not

	
	
	

	Context

(7 bits)
	Default 0
	Describes further settings for a particular piece of role-based learning

Mobile

End user node

Embedded system

….

	
	
	

	Learning Type

(8 bits)
	
	Rule based

Partial answer (reference constraints field)

Code download

Configuration settings

Trigger event/ response

Pattern to observe

….

	Constraints

(8 bits)
	Value or blank (optional field, not optional if partial answer field completed)
	Describe missing elements e.g. need to check this out before using this, you also need to have this in order to successfully do y, this learning has never been used by the sending device etc…

	
	
	

	Learning Age

(8 bits)
	Default 0, no age limit (optional field)
	No age limit

Use by specific date

	
	
	

	Learning Value

(2 bits) 
	Default is applicable (0 )
	Value of the learning placed on it by the expert

Applicable

Needs to be adapted

Unknown



	
	
	

	Learning Value Feedback

(2 bits)
	Default is applicable (0)
	Value of the learning placed on it by the pupil

Applicable

Unsuitable

Had to be adapted

Unknown (not used yet)

	Clarification

(6 bits)
	Optional, default 0 none (only added if the learning is not applicable)
	Define the reason why it had to be adapted or was unsuitable

	Required behaviour

(0 to 64 bits)
	Optional, default 0 (none)
	Learning, e.g. rules to follow, code download, configuration setting, new objects to execute…


Table 2 – Payload Data Structures Taxonomy

4. Potential Learning Protocol Sequences

A series of figures now appear which depict aspects of a potential learning protocol.  Note, should a pupil ‘know’ who to ask then Figure 2, depicting the part of the protocol that will search for learning resources may be omitted.  For instance a previous learning exchange with a particular expert failed as a result of a capability deficiency.  The pupil may have resolved this by a subsequent software upgrade so could try and recontact that expert directly rather than broadcast a request for assistance.

Pupil





Expert1

Expert2    …..

Broadcasts a desire to learn, aware of what they require

-----------------------------------------------------(-------------------------------(






Offer of assistance










Offer of assistance

Pupil uses some ‘rationale’ and selects an expert ahead of sending an acceptance message to the expert

Accepts the offer of assistance

Figure 2 – A Pupil becomes aware of available Experts

Once an expert has been chosen the learning on offer needs to be assessed for suitability by both parties.  For instance an expert may ‘know’ that certain hardware and software must be in place or their learning will be inappropriate else the pupil may find that the learning on offer is not suitable once more detailed questioning has taken place.  Once the suitability has been established the learning itself may be exchanged prior to the learning session gracefully terminating.  Figure 3 depicts a high-level overview of the learning assessment, exchange and termination aspects of the protocol.

Pupil





Expert1



Negotiation the terms of the lesson and assess each others capability

May result in either party deciding not to proceed.


Exchange the learning in a reliable manner.








Terminate the learning session gracefully

Sign off

Figure 3 - A Learning Session between an Expert and a Pupil

The protocol may also support the expert or pupil requests for additional feedback.  For instance the pupil may ask a particular expert at a later date if they have had any further relevant learning about an area previously ‘discussed’. The pupils may become aware overtime, which devices are likely to be able to provide suitable learning and so questions may be targeted at a specific device or series of devices.  In comparison an expert may question a previous pupil to discern potential improvements to the learning they exchanged or to validate the suitability of potential learning they themselves have never used.  Figure 4 depicts an expert initiated request for feedback.

Pupil





Expert1



Ask the pupil for feedback with regards to some previous

Learning exchanged


Negotiate a feedback session and exchange the feedback details








Terminate the feedback session gracefully

Sign off

Figure 4 – An Expert asking for Feedback from a Pupil

5. Future Proposed Implementation, a brief overview

[image: image1.wmf]
Figure 5 - Network Appliance Handbag of Services

In order to assess the learning-centric protocol a suitable implementation is required. The notion of a handbag arose, a device that may contain an array of devices within it and it may itself provide various services to the end user.  Technology currently supports the ability to programme a network appliance by a user or trained individual, it does not though allow devices to learn off one another in an evolutionary manner.

Although it is possible to aid a user in configuring and maintaining a device, there is still an overhead placed upon a user. A user could for example be asked for pictorial feedback, such as via a display, attached to a travel bag depicting a passport.  Once programmed the travel bag could remind the owner if they forget to pack their passport. Table 3 summarises some potentially ‘generic’ display HCI symbols. This input data must be turned into a language understood by a networking appliance.  It is at this lower level of abstraction that the prototype protocol will concentrate.

	Generic Symbol(s)
	Explanation

	(☺
	Who are you?

	☺
	I am …

	((
	How do I behave?

	((
	Normal behaviour

	((
	Exceptional behaviour

	((
	What is your context?

	((
	Explain further

	(
	Network-based

	(
	End Node

	(
	Mobile

	(
	Static

	(
	Have 1 user

	(
	Have several users

	(
	Life span

	((
	What are your software capabilities?

	((
	What are your hardware capabilities?


Table 3 - Generic Learning Protocol Symbols Taxonomy

Two particular prototype scenarios will be addressed. Firstly, a single network handbag appliance will attempt to become aware of its surrounding environment, ensuring it can connect to a network and then will package up a request for learning.  Once an expert is located, two networking handbag appliances in particular can then exchange learning. 

A subsequent implementation will involve the handbag device receiving more than one offer of assistance. It will need to decide which one to respond to and then analyze the learning received for suitability. I.e. assess its value.

6. Conclusions

This paper introduced a new learning protocol, which aims to encapsulate and purvey role, context and behaviour between networking appliances in order to relieve the more technologically-challenged users of the burden device “configuration, protection and control”(15). Behavioural ‘norms’, exceptions and the persistence of this behaviour need consideration as do the associated means of learning representation and transportation. The aim is to create a protocol that will be located above the underlying physical layer infrastructure and so remain independent of the lower layer protocols.  It should therefore be more portable and scalable.

The proposed ‘handbag’ prototype will use this generic networking appliance-based learning protocol. Whereas the prototype will allow us to implement and evaluate an actual implementation, the protocol it implements should not be coupled with a particular application too tightly. Rather it should ideally provide a flexible learning exchange etiquette for the learning, be it simplistic or more complex in nature. This exchange may then be done for altruistic or profitable reasons. 

We are currently embarking upon this next phase of the development, refining this protocol still further ahead of implementing the prototype. For instance, the learning and its associated implications need further consideration. Future work may then address such issues as ownership rights, anonymity, payment, trust and security.  Resilience is another important factor and the protocol should not allow incomplete and potentially dangerous learning to be exchanged. Furthermore it should not place an onerous burden on the existing infrastructure in terms of message content and conveyance. Finally hierarchies of Internet intelligence may arise as a result of some and not all networking appliances being capable of exchanging learning.  The networking infra structure therefore itself may undergo some level of evolution. 
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