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Abstract

Distributed applications are notoriously difficult to develop and manage due to their inherent dynamics, and heterogeneity of their implementation, topology, deployment and network requirements. Middleware technology has come to the rescue by easing and facilitating the development and interoperation of distributed applications. Until recently, however, little attention has focused on combining assembly, instrumentation and control concepts in conjunction with middleware technologies to understand dynamic behaviour and assist with the runtime management of distributed applications. This paper describes such a combination through a service-oriented framework that provides assembly, instrumentation and control services together with self-describing agents.

1. Introduction

Emmerich, [1], describes a distributed application as: “a collection of autonomous hosts that are connected through a computer network with each host executing components and operating a distributed middleware to enable components to coordinate their activities giving the impression of a single, integrated computing facility”. The distributed middleware, or simply middleware, plays a crucial role by providing APIs and support functions that effectively bridge the gap between the network operating system and distributed application components and services.

The development of distributed applications is greatly simplified by middleware, but it is still a daunting task due to different component/service technologies used (DCOM, CORBA, Enterprise Java Beans (EJB) and Jini), different network protocols (TCP/IP and UDP) and the dynamic 

behaviour inherent in distributed systems that can give rise to client/service reconfigurations that occur “on-the-fly”.

1.1
Service-Oriented Development

Software components in a distributed application are self-contained binary implementations, which consist of one or more objects. These objects occur as instances of the classes that make up a component. Components communicate with each other through connectors that are implemented via software interfaces and distributed applications are often described using a component-connector abstraction. 

In addition, components also require and provide application services to other components and/or users. These services form the basis of an alternative service-oriented abstraction of a distributed application. In this abstraction an application is considered as a federation of services distributed over a network. A service represents a logical concept such as a printer, or chat service that can be discovered dynamically by clients and used according to a mutual contract of use. This service-oriented abstraction forms the basis of the developed framework, which provides a set of services that can be used to assemble, instrument and control the application services of a distributed application. 

1.2
Software Instrumentation

Software instrumentation
 has been used for sometime in software engineering to debug and test software applications and also for performance monitoring. Traditional, instrumentation approaches involved the insertion of additional software constructs at design-time (via compiler directives), or when the system was off-line, during maintenance, to observe specific events and/or monitor certain parameters. This static instrumentation can be used with distributed applications, but only with limited success due to their dynamic runtime characteristics. For this reason dynamic instrumentation, applied at runtime, has recently attracted the attention of several major contenders concerned with distributed application development [2, 3, 4].

1.3 Control Services

Controller concepts and control services have recently gained popularity amongst the self-adaptive software community, typified by [5], who use control services to adapt the structural configuration and dynamic behaviour of an application. Structural components can evaluate their behaviour and environment against their specified goals with capabilities to revise their structure and behaviour accordingly. Control services make use of well-specified control functions with feed-forward and feedback loops to enable a target application to be monitored to regulate its operation in accordance with its given control model. Control services are based on the two tasks of monitoring and diagnosis:

1. The monitoring task makes use of a set of control rules against which monitored behaviour is checked to detect conflicts.

2. The diagnosis task involves the execution of control rules, activated by conflicts, which identify the causes of conflicts that provide the basis for the selection of conflict resolution solution strategies.

Based on ongoing group-related research into the development and management of distributed applications, this paper combines several related themes via a service-oriented framework. The framework provides assembly, instrumentation and control services to assist the development and runtime management of distributed applications. The novel contribution of the framework is based on two innovative concepts: the first is that of maintaining runtime state information that can be used to dynamically reconfigure or adapt applications to accommodate runtime conflicts and inconsistencies. The second is the use of self-describing agents that simplify and assist the use of framework services.

The paper is structured as follows: Section 2 provides a review of “state-of-the-art” developments in distributed application management. Section 3 considers the development of the framework, based on the combination of assembly, instrumentation and control services and self-describing agents. Section 4 describes a recent case study conducted to evaluate the framework. Finally, section 5 draws overall conclusions and mentions directions for future work.

2. State of the Art Distributed Application Management

The recent “state-of-the-art” developments in distributed application management adopt either component-connector or service-oriented abstractions to provide dynamic assembly, instrumentation and management capabilities. 

Sun Microsystems has made a significant contribution through the Java Management eXtension API (JMX), [2], which is an optional extra to Java v1.3 that facilitates the instrumentation and management of Java-based applications. JMX uses Management Beans (MBeans), which are arranged into instrumentation and agent levels to monitor distributed services. The MBean approach is also used by the Openwings community, [3], who adopt the component-connector-port view of a distributed application through which components are connected together, or assembled, using protocol specific connectors that plug into ports, within the components, to facilitate synchronous and asynchronous communications between components.

The DARPA funded initiative for Dynamic Assembly for System Adaptability, Dependability and Assurance (DASADA), [6, 7], is actively investigating the use of software gauges to dynamically deduce component configurations and examine distributed applications as an assemblage of components. Reflective techniques are used by Diakov et al. in [8] to monitor distributed component interactions by combining CORBA’s interceptor mechanism together with Java’s thread API to “peek” into the implementation of CORBA components at runtime.

The Rio
 project, [9], has made a significant contribution through an architecture that simplifies the development of Jini federations by providing concepts and capabilities that extend Jini into the areas of Quality of Service (QoS), dynamic deployment and fault detection and recovery. Rio makes use of Jini Service Beans (JSBs), Monitor Services and Operational Strings, were the latter are used to represent the collection of services and infrastructure components as an XML document. Also of interest in Rio is the Watchable framework, which provides a mechanism to collect and analyze programmer-defined metrics in distributed applications.

In [10] Fahrimair et al. describe the Carp@ system, which is a reflective based tool for observing the behaviour of Jini services. Carp@ combines the ideas of reflection together with Jini services to provide a meta-architecture that reflects on a Jini application. Carp@ instruments a Jini application using a model based on the use of Carp@ Beans for instrumentation that communicate through channels and ports.

Our contribution extends on the ideas described in these developments by integrating the services of assembly, instrumentation and control within a service-oriented framework. This integration is achieved by maintaining the state information of an application as meta-information. The meta-information, which is represented using XML documents, can be accessed by any of the assembly, instrumentation or control services to provide a faithful “up-to-date” representation of an application at runtime. The framework also makes use of self-describing agents that cooperate to assist application developers by “hiding” the lower-level details of the framework services.

3. Development of the Framework

This section considers the “on-going” development of the framework, which has been implemented using Jini middleware technology.

3.1
Jini Middleware Technology

The service-oriented abstraction, mentioned previously, is used extensively in Jini, which is a Java-based middleware technology developed by Sun Microsystems [11]. Essentially Jini, together with Java’s Remote Method Invocation (RMI), allows distributed applications to be developed as a series of clients that interact with application services. Clients use stubs or proxies, implemented as Java interfaces, to remotely invoke application service methods (specified by the proxies) relying on Java’s RMI to route the invocations over a network. Jini applications consist of a federation of application services and middleware services (e.g. lookup) and a series of clients and Java Virtual Machines (JVMs) distributed across several computing platforms.

Jini was chosen as the middleware technology for the implementation of the framework due to its rich support for service-oriented development. However, many of the principles apply equally to other middleware technologies, particularly CORBA and Web Services.

3.2
Framework Architecture

The framework architecture, shown overleaf in Figure 1, is based on a three-layer model and each layer is described below.

The first layer contains the core Jini middleware services, which include lookup, discovery and leasing. The second layer, at the heart of the framework, contains the framework services of: registration, configuration, assembly, operation, instrumentation and control as well as the application’s meta-information representation and self-describing agent services. Each of these is explained further below.

1. Registration Service: registers new user application services.

2. Configuration Service: places application services into containers (e.g. jar files) and auto-generates application service proxies (i.e. Java interfaces).

3. Assembly Services: gather the class files that constitute an application service and request the use of the above registration and configuration services. Assembly services are considered further in [12].

4. Operational Service: maintains the support environment required by certain application services (e.g. Java Servlets require a web server is running).

5. Instrumentation Services: monitor and record client access of application services including method invocations. Instrumentation services consist of a series of monitor services, gauge services, probe services and logger and analyser utilities. Instrumentation services are considered further in [13].

6. Control Services: examine information provided by instrumentation services. Control services use control rules, activated by conflicts, to identify the cause of a conflict and select a conflict resolution solution strategy. Control services are considered further in [14].

7. Meta-Information: maintains state information to provide a faithful “up-to-date” representation of an application at runtime, which can be accessed by any of the above services. The meta-information is represented using XML documents and Figure 2 shows a simple example of a service meta-description.

[image: image1.png]<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE Service Inventory System
"service.dtd">

<service>

<comments>This is an example of a
service description.</comments>
<version>1l.l</version>
<service-description
name="provide_service_set"
negotiable="yes" type="public"
AAA="certificate">
<execution-model model="sequence"/>
<collection>

<task-list task="task_1"
negotiable="yes" type="public"
AAA="certificate"/>

<task-list task="task_2"/>
<task-list task="task _n"/>
</collection>
</service-description>

</service>




Figure 2: Simple Service Meta-description

8. Agent Assembly Service: provides capabilities to build “self-describing” agents that co-operate and provide reasoning capabilities to simplify the use of assembly, configuration and operational services.
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Figure 1: Framework Architecture

The self-describing agents, considered further in [15], extend on the ideas of re-configurable agents that were originally considered in [16]. The services they provide, and use, and the tasks they undertake in providing services are described using an XML-based Agent Definition 

Language. The current agent implementation is based on IBM Aglets, [17], making use of a customized web service based lookup and advertising service.

These service-oriented agents extend the ideas of [16] by providing a reasoning capability that allows agents to organize as groups through which they are able to dynamically reconfigure themselves at runtime. Through this co-operative behaviour the agents simplify the tasks of assembly, configuration and operation by alleviating application developers from the lower-level details associated with the assembly, configuration and operational service APIs.

Finally, the third layer contains the application services, including Commercial Off The Host Services (COTHS), which are assembled, configured, instrumented and controlled, at runtime, by the second layer.
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Figure 3: A Simplified View of the EmergeITS Architecture

4. Case Study

As mentioned previously, the development of the framework is ongoing. However, to date, the basic architecture underlying the framework has already been implemented and tested on an existing Jini application, namely EmergeITS3, [18], shown above in Figure 3, that was already conveniently available from previous work.

EmergeITS is intended to realize the concept of intelligent networked vehicles, primarily for use by the emergency fire service. Essentially EmergeITS allows emergency fire service personnel to access a variety of application services, from centralized corporate systems, through remote in-vehicle computers and Palm and WAP phone devices. The EmergeITS architecture (Figure 3) consists of a collection of application services and a Service Manager responsible for registering application services and managing their leases. Application services are discovered and used accordingly by one or more in-vehicle client computers.

For conciseness we only consider the 3-in-1 Phone Service, shown on the right of Figure 3. This service allows a mobile phone or Palm device to be used in one of three different modes, subject to the requirements of the user and availability of a communication service provider. For the evaluation trial it was assumed that the EmergeITS application did not contain a 3-in-1 Phone service and, as such, it was necessary to use assembly, configuration and registration services to assemble, configure and register the service dynamically at runtime. 

The first stage of the assembly required the necessary Java class files, that implement the 3-in-1 Phone service, to be gathered by an agent grouping that was primed with the specification of the 3-in-1 Phone Service. The second stage involved the use of the configuration service to auto-generate the Java interface files (i.e. stubs or proxies) through which clients could access and remotely use the service. Finally, the service was registered via calls to the Jini service registration API made through the framework’s registration service.
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Figure 4: Instrumentation of 3-in-1 Phone Service

With the new 3-in-1 Phone service available, within the EmergeITS application, monitor instrumentation services and control services were attached, dynamically, to monitor client requests on the 3-in-1 Phone service and oversee or control the successful use of the service. This dynamic attachment is illustrated in Figure 4, considered further in [13], which shows an Instrumentation Factory that produces instrumentation monitor service units to demand. 

The instrumentation monitor services were used to monitor method invocations made by clients (e.g. the connect() / disconnect() methods). Control service rules were activated as a consequence of any exceptional behaviour. Following such exceptional behaviour, control service rules used the information gathered by monitor services to initiate conflict resolution strategies, which were used to correct the exceptional behaviour. For example, the invocation of the connect() method may result in a RemoteConnectionException due to the unavailability of a communication service provider. This exception was then checked by a control service rule resulting in the selection of a suitable conflict resolution strategy. The resolution strategy then initiated appropriate corrective action, which could be to seek an alternative communication service provider or, alternatively, to pause for a specified time followed by a retry for a successful connection. 

An important issue significant to this type of client/service interaction is that of security. This issue exceeds the scope of the current framework, although future work will consider security issues. Security could be accommodated either by extending the current control services to include authentication capabilities or, alternatively, a separate security service could be developed, based on Jini’s core security services, to provide secure controlled client access of application services.

5. Conclusions

1. The dynamics inherent in distributed applications make it difficult to understand their behaviour. Furthermore, the possibility of different component/service technologies and different network protocols can give rise to conflicts and inconsistencies.

2. The conventional engineering services of assembly, instrumentation and control can be combined and used in conjunction with self-describing agents to overcome these difficulties and assist the development and runtime management of distributed applications.

3. For the combination to prove successful the services must be integrated into a framework that maintains some form of application state information, as meta-information, which can be accessed throughout the framework.

4. This paper has described an early prototype of a service-oriented framework, assisted by self-describing agents, that provides services to assemble, instrument and control distributed applications.

5. The paper has also described a case study that used the framework to assemble, instrument and control a 3-in-1 Phone Service.

We intend to continue the development of service-oriented framework and its evaluation and extend its capabilities to provide security services.
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� The term “instrumentation” shall henceforth be used to refer to software instrumentation.


� Rio is a Jini Community project, [4].
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