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Abstract - In any system-of-systems the potential exists for
interactions between systems to occur that may affect the
security of the overall system. We present a scenario that
aims to highlight such problems, in particular that of
security at a network boundary. This scenario considers
cooperation and interactions between organisations and
systems in the context of a major public event, such as a
sporting or entertainment event. Based on this we present a
modelling tool able to highlight potential access violations
that might occur through transfer of data between multiple
organisations and suggest ways to mitigate these
vulnerabilities. The use of the modelling tool for network
boundary checking is demonstrated, using the example
scenario. Suggestions are made as to how security and
effectiveness can be achieved by applying safeguards to
vulnerable areas, while allowing the free flow of data
between organisations where this is known to be safe.

Keywords: Boundary Check, Component Composition,
Crisis Management, Systems-of-Systems.

1 Introduction

In many situations, various entities need to work
together in order to provide a joint service or accomplish a
complex task. Where we have multiple individually
autonomous systems working together in this way, with
complex interactions occurring between the systems, the
overall resulting construct is often referred to as a ‘system-
of-systems’. The definition of a system-of-systems is often
left fairly loose, with the choice of what’s meant by an
individual system being broadly open (e.g. animals, people,
organisations, devices etc.). However, in the context of this
paper, we focus on system-of-systems comprised of devices
or software communicating across a network. In this case,
we can consider individual systems to be components
within a larger composed system-of-systems.

The entities, i.e. the components in the composed
system, could range from personal devices in a small home
network to a mixture of devices in a wide-area network,
such as would be available to organisations coordinating a
public event, e.g. the emergency services. Composed
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systems are becoming more common. For example they
might be used in a business meeting or on military
operations. In a business meeting, representatives from
different companies may form an ad-hoc network to allow
exchange of business reports. In a military operation, troops
from multiple nations may need to share information about
activities or opponents among themselves, as well as with
other non-governmental organisations (NGOs) in order to
achieve their shared objectives. Additionally, with the
continuous development of computing and communication
technologies, the reality of people’s lives is growing ever
closer to the notion of ubiquitous computing. We can
expect to see this kind of cooperation between system
components occurring both more widely and more fluidly
as time progresses.

As dynamic, heterogeneous, interoperating systems
become more widespread, one of the most important and
difficult challenges is to measure the security properties of
the composed systems [1]. Because the components belong
to different systems and organisations, they have varied
requirements for information security. When composing
them together problems often emerge due to inconsistent
security policies. For example, the security policy of one
organisation may be stricter than the policy of another,
perhaps by enforcing a stronger encryption algorithm on
external interfaces. At the same time a flaw in one system
may result in severe consequences for the entire composed
system. Besides, the security property measurement itself
can be a time-consuming task, if not impossible. Further,
component composition has its own unique security aspects
and vulnerabilities, making the process of ensuring security
more complicated [2].

In this paper we propose a novel set of security
assessment tools which have been designed to address
component composition security problems. These tools
help to analyse different pre-deployment system-of-system
scenarios and highlight the post deployment security issues
which could happen in real operations. Such tools could
give substantial benefits to reduce the potential damage,
should these security issues become real problems. To
demonstrate these tools, we have developed a scenario
which has a particular focus on response to emergency



incidents at major public events, e.g. sporting events or
festivals. This scenario provides a concrete, practical
example that includes interactions between protectors and
attackers. It also helps illustrate the problems which can be
encountered when adopting a composition security strategy.
Initial ideas about potential solutions are presented, and the
demonstration applies the security assessment tools to find
a solution to the security composition problems.

The remainder of the paper is split into the following
sections. In Section Il a brief survey of background material
is presented. Section Il presents our boundary check
scenario and associated security analysis. Finally we
discuss future work and conclusions in Section V.

2 Background

In the past, researchers studying secure component
composition mainly focused on establishing the most
appropriate model with the potential to formulate some
property through a form of model-based analysis [3]. Some
examples include Non-interference [4] and Composable
Assurance [5]. Non-interference can be considered as the
‘original’ composition property; it tries to describe the flow
of information through a system. More specifically, it
attempts to determine the situation in which sensitive data
flows to an unauthorised level through a system, in order to
ascertain whether secrecy in the system is being maintained.
This is particularly important to the discovery of covert
channels in a system where data secrecy is paramount.
Composable Assurance is also a composition property,
although it takes a more generalised form compared to
Non-interference, and indeed most other composition
properties. Non-interference properties can be characterised
as satisfying the requirement of separability, whereby the
security of a system is decided by analysing each
component separately [5]. Composable Assurance on the
other hand, takes a different approach by considering both
the security properties of individual components and the
manner in which they interact. From this, we can deduce the
security properties of the composed system.

Although many publications have examined securing
component compositions [6-12], this has been done almost
universally from a theoretical standpoint. Very little
academic work can be found that attempts to apply the
properties in any practical sense. This perhaps stems from
the lack of a suitable practical formulation. Some relevant
work with a more practical focus has grown out of the
interest in service-oriented and distributed computing
technologies [13-18]. Our own work has resulted in the
development of an effective analysis tool called MATTS
(the Mobile Agent Topology Test System) to test and
demonstrate the process of secure component composition
[3]. MATTS supports a Direct Code Analysis process [19]
that performs a formal check of a service’s code just prior
to execution, in order to first establish the properties of
each individual component. It also allows a user to specify
certain properties during link creation for situations in

which Direct Code Analysis is inappropriate (e.g. to mimic
the use of a certificate attached to a component asserting
certain properties). An XML script written in the Compose
language is then used to analyse the topology of the
composed system and determine its security properties. A
number of security property analysis processes have been
developed so far. These include a distributed access control
check to discover where network data flows may result in
access control violations and a distributed input validation
check able to identify where inconsistent inputs and outputs
might exploit buffer overflow vulnerabilities in components
[19]. A further process that we believe to be particularly
relevant is that of boundary checking, which we will
consider in more detail in the remainder of this paper. The
practical automated implementation of composition
analysis which is presented here identifies boundary
vulnerabilities dynamically during network reconfiguration.
This would normally only be possible through careful
manual analysis.

3 Boundary Property Establishment
3.1 The Boundary Checking Problem

Boundary checking is perhaps the most effective and
sensible procedure in secure component composition. In
general, by exploiting a weak external interface provided by
one component, an attacker can get access to critical
information originally well protected by other components.
To prevent it, a boundary check should cover many
security-related aspects along the communication channels
between a composed system and the external world. As an
example, the security properties that need to be checked
might include the server version and its last update date and
an automated scan of server-side vulnerabilities. It may
then be possible to make a sound judgment based on this.

To aid with the explanations contained in this paper,
two examples are presented in Figures 1 and 2. Figure 1
shows a composed system consisting of internal nodes only.

As all the nodes are trusted by each other, and there is
no connectivity to the outside, the security properties of the
individual nodes are assumed to be acceptable to all of the
organisations involved. In Figure 2, a connection is desired
between one of the internal nodes and an untrusted external
node whose security properties are unknown. The internal
node is now known as a boundary node and its security
capabilities are all that protects the composed system from
the external node. Therefore, the boundary node security
properties must be at a level which complies with the
prescribed security policy for the composed system in order
for the connection to be allowed.

3.2 The Scenario

As an illustrative example, consider the following
fictional scenario — during a public event, multiple agencies
and organisations must work together to ensure that the
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Figure 1. A composed system consisting of trusted
internal nodes, with no external connectivity.

External
node
/
Composed
Bouhdary
node

system

.| Internal
\_| nodes

B

Figure 2. A composed system with a connection to the
outside.

Table 1. Roles Involved in the Demonstration and their Security Properties.

Role Sensitivity Level Encryption Strength Staff Skills Firewall IDS
Police 0 AES-256 High Yes Yes
Ambulance Service 3 RC2-128 Mid Yes No
Mobile Network Operator 3 TDES-168 Mid Yes Yes
Department of Transport 3 TDES-168 Low Yes No
Banks 0 AES-256 High Yes Yes
Hospitals 4 AES-256 Mid Yes No
Fire and Rescue Service 5 WEP-114 High No No
Event Organiser 5 RC2-128 Low No No

event proceeds smoothly, especially if an emergency
situation develops. In our example, the set of emergency
services and organisations shown in Figure 4 have formed a
composed system in order to easily share data for the
purpose of managing an event. Due to their differing areas
of responsibility, the different parties will have different
security standards; however, for the purposes of managing a
public event, data collected by each party may be useful to
the others for identifying malicious activities and to help
maintain public order. As a result, each party may obtain
temporary access to certain areas of the other parties’
database systems. This type of system presents an ideal
example for use in demonstrating the boundary checking
principal.

The roles assigned to each system or component and
their security properties are as shown in Table 1.
Specifically, the Sensitivity Level reflects the damage that
could be caused in the event that the component or data
stored on it is compromised. Sensitivity levels range
between 0-9, where 0 is the highest and 9 is the lowest. The
Encryption Strength is represented in an “Algorithm-Key
Length” format. A component may support more than one
encryption algorithm with various key lengths. The
algorithms and key lengths listed in Table 1 are those used
by the components to establish external connections.

The Encryption Strength is broadly ordered from
weak to strong as: WEP-114, RC2-128, TDES-168, AES-
256 [20]. The “Staff Skills’ property considers the technical
knowledge and IT skills of each organisation’s staff. It
might be measured based on training courses that have been
attended or certificates obtained. We simply categorise it to
levels of Low, Mid, and High. Finally, use of firewalls and
Intrusion Detection Systems (IDSs) are also considered.

Let us assume an attacker is trying to break into a
Police computer network and steal valuable data such as
information concerning criminal proceedings. However, the
attempt fails because the defence mechanism adopted by
the Police is too strong for the attacker to penetrate.
Therefore, one of their alternatives is to attack via other
systems that are connected to the Police system, for
example the Event Organiser. Knowing this, the attacker
shifts their attention from the Police to the Event
Organiser’s workstations. Due to lower security
requirements, the Event Organiser is running a server
suffering from a flaw that can be exploited by the attacker.
The attacker can use this flaw to gain access to the Event
Organiser’s system, and it is then straightforward for the
event organiser to gain access to the Police data through the
connection between the Event Organiser’s system and the
Police system.

If a boundary check was performed when external
devices or organisations attempted to join the composed
system, such weaknesses could be exposed, and appropriate
measures taken to address them. We will demonstrate how
this could be done for the system described in the scenario.

3.3 The Demonstration System

In our demonstration, PCs are used to represent the
various organizations, connected as shown in Figure 4. The
composed system has a star topology, with the police at the
centre. However, we note that this arrangement has been
chosen for the sake of clarity; the techniques we have
developed consider paths through the topology, ensuring
that an alternative arrangement could be analysed similarly.
This topology is also represented in the MATTS modelling



<process id="check">
<process action="1link = Q@ilnum[@n]"/>
<process 1id="1link" init="0">
<process action="link = (link-1)"/>

<process cond="1link > 0" config="1link"/>
</process>
</process>

<process 1init="0" cond="(!'@a[@iln[@n][link]] [External]) && ('Qa[Q@iln[@n][link]][Firewall]) &&
('Qa[@iln[@n] [1ink]] [IDS])" action="(safe=0)"/>
<process id="ex" init="0" action="ex=Qa[Qiln[@n][link]] [External]"/>
<process 1id="sl" init="0" action="sl=Qa[@iln[@n][link]] [SensitivityLevel]"/>
<process id="es" init="0" action="es=@a[@iln[@n] [link]] [EncryptionStrength]"/>
<process id="ss" init="0" action="ss=Q@a[@iln[@n] [link]][StaffSkills]"/>
<process init="0" cond="('ex) && (sl == 0) && ((es < 11) ||
<process 1init="0" cond="('ex) && (sl == 1) && ((es < 11) ||

(ss < 3))" action="(safe=0)"/>
(ss < 3))" action=" (safe=0)"/>

Figure 3. Policy enforcement script fragment.

environment as shown in Figure 8. In this figure, the
modelling environment shows the various nodes of the
composed system (shown as labelled circles - P is the
Police, E is the Event organiser, M is a Mobile network
operator, B is a Bank, T is the Department of Transport, R
is the Rescue team and fire service, A is the Ambulance
service and + is a Hospital). The circle in the top right
corner of the display is a visual indicator of the results of
boundary check system analysis. The system analysis
indicator turns green to indicate an acceptable network
configuration, and turns red if a boundary node/nodes do
not meet the specified security policies. In such a situation,
communication between the offending boundary and
external nodes would be denied and the location of these
offending nodes causing the security problem highlighted.

The physical network topology of the network used to
model the scenario is shown in Figure 5. This topology is
based on the proposed scenario shown in Figure 4, and has
five PCs modelling the various organisations as nodes with
appropriate properties in the software. The Ambulance
Service, the Mobile Network Operator, the Bank and the
Department of Transport are modelled on one of the PCs,
with the other organisations each modelled on a separate
PC. The Event Organiser who is acting as the boundary
node for this network is modelled on the PC labelled
Boundary Node PC. The PCs are connected across a
standard 100BASE-TX Ethernet LAN controlled by a
Smooth Wall NAT/DHCP server. The server allows the
other PCs to connect in a star topology. Thus this topology
simulates the different networks involved in the scenario.
The MATTS system which is used to control the
demonstration and process the security checks is
instantiated on a separate PC labelled the MATTS server.
This is connected to the organisational network via the
central server. Each of the organisations in the network is
represented as a node in the MATTS modelled network as
shown in Figure 8. In reality, the MATTS system might be
hosted by the central representative (in this example the
Police).

To establish the security requirements at the boundary
of the composed system, each organisation checks its own
security-related properties (which may be pre-established)

and sends a report to the MATTS server. Each report is a
machine-readable XML format file describing the relevant
security properties. For example, in our implementation the
report specifies the encryption algorithm used by the
system, the key length, whether any firewall or IDS is
deployed within the organization and other pertinent
information. These property reports are gathered by the
central representative in order to carry out a boundary
check by utilizing an appropriate algorithm such as that
available in MATTS.
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Figure 4. Overview of the composed system.
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Figure 5. Physical network layout.



Table 2. Minimum Requirements on Encryption and Staff
Skills for Components with Different Sensitivity Levels.

Sensitivity Level Encryption Strength Staff Skills
0 AES-256 High
1 AES-256 High
2 AES-256 Mid
3 TDES-168 Mid
4 TDES-168 Mid
5 RC2-128 Mid
6 RC2-128 Mid
7 RC2-128 Low
8 WEP-114 Low
9 WEP-114 Low

Consider now the case in which a new device or
organisation tries to connect to the system. This is done by
the addition of an external node via the boundary node,
demonstrated here using a PDA, connected via a PCI/USB
802.11 wireless interface to the boundary node PC. In the
scenario described above, new devices or organisations
may join the system in the event of an emergency
occurring, e.g. a social worker arrives at the hospital and
needs to access the composed system. Such a situation also
provides an ideal opportunity for the attacker to access the
system. Thus, whenever an external device requests access
to the composed system, the point at which it is trying to
connect needs to be checked to ensure that the overall
security of the system is not compromised. For the purposes
of the demonstration, we have defined a sample security
policy as follows.

“A component will only be allowed to have external
connections when it has either Firewall or IDS running,
and its Encryption Strength and Staff Skills satisfy the
minimum requirements imposed in accordance with its
Sensitivity Level.”

The Encryption Strength and Staff Skills minimum
requirements for each Sensitivity Level are given in Table
2. Although this policy considers only connection
requirements as they relate to the boundary node, the nature
of the analysis means that other security requirements could
be imposed, for example relating to other nodes (including
the external node), to impose trust, authorisation or other
security controls.

An example of this policy is shown in Figure 6. A
fragment of the simple MATTS script needed to enforce
this policy is as shown in Figure 3. The script works by
identifying links between internal (trusted) connections and
external (un-trusted) connections such as those to the PDA.
All of the trusted connections that satisfy this relationship
are considered to constitute the boundary and these are
required to satisfy the policy. However, in the event that
they do not satisfy it, the external connection is refused. An
attractive feature of the system is that the security
properties of the non-boundary (internal) nodes or the
external nodes do not need to be checked in this scenario,
thereby improving the efficiency of the overall checking
process.

Policy explanation for Boundary check

Only node satisfies following criteria allowed to have connection with
externals:
(5L =Sensitivity Level ES=Encryption Strength S5=5taff Skills)
1. Have either Firewall or IDS running
2. 5L=0; ES stronger than TDES-168; SS at least High or
SL=1; ES stronger than TDES-168; 55 at least High or
SL=2; ES stronger than TDES-168; 55 at least Mid or
SL=3; ES stronger than RC2-128; S5 atleast Mid or
SL=4; ES stronger than RC2-128; 55 at least Mid or
SL=5; ES stronger than DES-56; 55 at least Mid or
SL=8; ES stronger than DES-56; 55 at least Mid or
SL=7; ES stronger than DES-56; 55 at least Low or
SL=8; ES stronger than WEP-114; SS at least Low or
SL=9; ES stronger than WEP-114; 55 at least Low

Figure 6. Example MATTS policy for boundary checking.

The user of the PDA is able to specify which of the
organisations’ networks he wishes to connect to, i.e. which
network will be treated as a boundary node. Initially, when
the PDA connects to the network, it is only allowed to
communicate with the persistent MATTS security service
(on the MATTS server). An application running on the
PDA negotiates with the MATTS service to finalise the
connection with the boundary node.

This is done by the PDA transmitting its properties in
XML format to the MATTS server over a socket
connection. MATTS then determines the properties of the
device. In particular, since the PDA is considered as an
external device, this will effectively result in a new external
interface of the composed network.

Having established details of the new device, MATTS
then adds the new node with appropriate connections to the
network model and uses this to perform a re-evaluation of
the network properties. If the new network model is
considered secure, then the new device is allowed to
communicate with the boundary node and the result is used
to assign appropriate rights to the connected device. A re-
evaluation is triggered each time the connection structure
changes, i.e. a device wishes to connect to a new boundary
node.

/g |pata Transfer | 4% 10:15 @

Please select the file/data you want to
send using the file browser options
belawy,
Selact File
| | Browse |
Send To
| Send | | Get IP | | Cancel |

Figure 7. Sending files between organisations once
connected to the network using a PDA.



Figure 8. The initial network.

If such a connection is allowed, the user is then given the
opportunity to interact with other organisations’ devices
(either real or modelled) that are present on the network, for
example by sending a file to another organisation, as shown
in Figure 7.

Returning to the scenario and the application of this
policy, if the PDA were to connect to the Police, Mobile
Network Operator, Bank or Hospital (organisations whose
security properties meet the policy), the system analysis
indicator highlighted on the network topology screen would
turn green to indicate an acceptable configuration. If the
PDA connects to any other organisation that does not meet
the specified security policies, e.g. the Event Organiser, the
indicator would turn red and communication between the
nodes would be denied as shown in Figure 9. In addition, a
visual indicator is presented in order to highlight the
location of the offending boundary node or nodes causing
the security problem.

Tests of the system using this configuration show it
able to effectively identify potentially unsafe boundary
connections based on the policy, and that it is able to
achieve run-time re-evaluation as the network topology
changes. Through the identification of unsafe boundary
connections, it is easy to establish which nodes in the
network constitute an increased risk due to their external
network interfaces. Greater security can then be applied to
these nodes as required.

3.4 Reconciliation

In our present implementation we have considered
only the identification of potential security vulnerabilities,
but clearly the question of how to resolve them once
identified (other than simply refusing communications)
remains an important consideration.

In the scenario, communication with the composed
system depends on the security properties at the point of
access being capable of providing security to the entire
system. This is required because the individual systems
within the composed system have different security

Figure 9. False analysis result.

properties, with some being weaker than others. The
boundary security of the composed system needs to be
appropriate to protect the highest sensitivity data contained
within the system.

In general, communication between systems depends
on their security properties being compatible with one
another; that is, the way the systems are secured on an
individual level must be similar. This has not been
considered in our example, as all the organisations within
the composed system are trusted. However, as we can see
from Table 1, the Police and Bank systems could be said to
have compatible security properties and communication
between them would be fairly easy to achieve, whereas
problems occur when systems such as the Event Organiser’s
attempt to communicate with systems such as those of the
Police where properties may be incompatible.

In order to facilitate composition between these
systems a middle ground needs to be found. On the part of
the police, sensitivity levels could be decreased while on
the part of the Event Organiser’s system sensitivity levels
could be increased. This causes potential problems such as
data leakage. The Police system is highly secure, but
allowing sensitive data to flow to the Event Organiser’s
system, which is less secure, could mean that the Police
data is then available to the wrong people. This could be
through incompatibilities between sensitivity levels of data
and devices; it could be that the Event Organiser’s system is
compromised (so data is being accessed by unauthorised
entities); or it could even be through another system to
which the Event Organiser is connected or exposed.

Some kind of reconciliation therefore needs to be
performed in order to resolve any incompatibilities. This
could be done through the use of automatic policy
reconciliation using a reconciliation engine, or by meetings
between system administrators deciding the most
appropriate course of action. However, it may be that there
is no way to reconcile the policies using the existing
configuration. In this case, changes to software or hardware
may be needed in order to increase the security of the
system and allow a connection to be made. In other words,



in the case of the scenario presented here, this would
involve targeting appropriate additional boundary check
protection where it’s needed.

Instead of reducing overall security, it could be

maintained by adding better security functionality to the
lower security systems, either through Commercial Off-the-
Shelf (COTS) Software or third-party components. Adding
COTS software to a system does pose security threats of its
own; often COTS software is tailored for a general case,
rather than the specific cases you might well find in highly
critical systems such as a Bank’s. Also there are unknown
factors such as the potential for bugs in applications, which
could be exploited to gain access to the system. Use of
third-party components, often added as a quick fix, such as
a component to make the encryption technologies available
to a system, may also cause potential problems. For
example the component developer and security
characteristics may not be known, unless it has been
evaluated and appropriately certified.
Clearly care must be taken when incorporating additional
components into the system in order not to compromise the
security of the composition further. This must be weighed
against the dangers associated with a lowering of the
security levels of the highly secure system to allow data
transfer.

4 Conclusions and Future Work

Even in non-time-critical situations, a secure system
can be hard to achieve. It follows that in crisis situations
involving dynamic interactions between multiple public and
commercial organisations, the difficulty of providing
adequate protection is substantially increased. It is
important however, that we do not impede the flow of data
where the need for that data is especially acute. We have
presented a network modelling tool that can incorporate
dynamic updates based on real network changes and which
is able to highlight vulnerable areas of an inter-organisation
data network. The intention has been to show how such a
tool can be used to centre attention on the areas that are of
most importance, allowing adequate safeguards to be put in
place, and which we demonstrated using the example of a
public event.

At present, only a relatively small collection of data
flow related vulnerabilities can be highlighted using our
tool, e.g. boundary checks and cascade vulnerability
detection [21-23], and in our example we used a somewhat
simplistic set of data access policies. In future work we
intend to consider a wider variety of policies, ideally
incorporating real systems commonly used within
organisations for the purposes of access control. We believe
the extensible nature of the tool will allow us to do this,
while at the same time highlighting new problems that
might be identified by the system. In the longer term, we
hope to assess the effectiveness of the tool using real-world
case studies, and tackle the important question of security
reconciliation.

While the work remains at a relatively early stage of
development, we know of no other tools available for
assessing real-world inter-organisation data flows in this
way. Moreover, we believe our current implementation
provides a good foundation to build on, allowing the
application of useful techniques that go beyond the security
and effectiveness improvements described here. Other
applications include securing data access, allowing
organisations with otherwise incompatible security policies
to interact, and removing the need for complex security
negotiation in advance of cooperation. With growing use of
communication  between  dynamic  coalitions  of
organisations, the issue of secure composition will become
increasingly important.
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