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Abstract-In any system-of-systems there is the potential for 

interactions between systems to occur that affect the security of 
the overall system. This paper presents a scenario that 
highlights such potential problems. This scenario considers 
cooperation and interactions between organisations and 
systems that might occur in the context of a major public 
security incident involving multiple emergency services such as 
police, fire and ambulance services. Based on this we present a 
modelling tool able to highlight potential access violations that 
might occur through the transfer of data between multiple 
organisations, and suggest ways that vulnerabilities highlighted 
by the tool can be mitigated. Using the example scenario, we 
suggest how security and operational effectiveness can be 
achieved by applying safeguards to those areas that are 
vulnerable, while allowing the free flow of data between 
organisations where this is shown to be safe. 

I. INTRODUCTION 

We aim to develop a practical method to measure the 

security properties of a composed system. In many 

situations, various entities or organisations need to work 

together in order to provide a joint service or accomplish a 

complex task. These entities, i.e. the components in the 

composed system, could range from personal appliances in a 

small home network to government organisations involved 

in a massive event. For example, in a business meeting, 

representatives from different companies may form an ad-

hoc network to allow exchange of business reports. In a 

military operation, multinational troops may need to share 

information about activities or opposing forces and along 

with Non-Governmental Organisations (NGOs) cooperate to 

achieve their shared objectives. Additionally, with the 

continuous development of computing and communication 

technologies, people's experience of both is growing ever 

closer to the notion of ubiquitous computing. We can expect 

to see this kind of cooperation between system components 

occurring both more widely and more casually as time 

progresses. 

As dynamic, heterogeneous, interoperating systems 

become more widespread, one of the most important and 

difficult challenges is to measure the security properties of 

the composed systems [1]. Because the components belong 

to different systems and organisations, they have various 

requirements on information security. When composing 

them together, security policies are often inconsistent [2]. 

For example, one organisation may have a stricter security 

policy than others by enforcing a stronger encryption 

algorithm on external interfaces. A flaw in one system may 

result in severe consequences to the entire composed 

system. There are lots of possibilities and aspects involved 

in security, and component composition only makes it more 

complicated [3]. 

This paper is primarily intended to set out a secure 

component composition scenario with a particular focus on 

response to potential emergency incidents that require inter-

organisational co-operation. The scenario, along with its 

related threats and initial ideas about potential solutions are 

set out. An appropriate set of security tools has been 

devised, incorporating a number of novel techniques, 

especially in allowing security vulnerabilities to be 

highlighted in an immediate visual manner that can then be 

acted upon in real-world situations. This is reinforced by our 

scenario, which has been developed into a concrete, 

practical model. Although the scenario we develop here is 

relatively straightforward due to space limitations, we 

believe it highlights appropriate composition security tools 

that would apply in more complex scenarios, and 

application of these tools to provide a solution. 

The remainder of the text is split into the following 

sections. In the next section, a brief survey of background 

material is presented. Section III presents our security 

analysis and what the modelling process is trying to achieve. 

In Section IV the process of modelling data access and flow 

between organisations is described.  We present our scenario 

in Section V followed by the proof of concept modelling 

tool in Section VI. Finally we conclude and discuss future 

work in Section VII. 

II. BACKGROUND 

In previous work, researchers studying Secure 

Component Composition mainly focused on establishing the 

most appropriate model with the potential to formulate a 

property through some form of model-based analysis. Some 

examples include Non-interference [4] and Composable 

Assurance [5]. Non-interference can be considered as the 

‘original’ composition property; it tries to describe the flow 

of information through a system. More specifically, it 

attempts to determine the situation in which sensitive data 

does not flow to an unauthorised level through a system, in 

order to ascertain whether secrecy in the system is being 

maintained. This is particularly important in relation to the 

discovery of covert channels in a system where data secrecy 

is paramount. Composable Assurance is also a composition 

property, although it takes a more generalised form 



compared to non-interference, and indeed most other 

composition properties. Such properties can be characterised 

as satisfying the requirement of separability, whereby the 

security of a system is decided by analysing each 

component separately [5]. Composable Assurance on the 

other hand takes a different approach by considering both 

the properties of individual components and the interactions 

between components. Thus by knowing the security 

properties of individual components and the manner in 

which they interact, we can easily deduce the security 

properties of the composed system.  

Although a considerable number of publications tackle 

the subject [6-9], this is done almost universally from a 

theoretical standpoint. Very little academic work can be 

found that attempts to apply the properties in any practical 

sense. This perhaps stems from the lack of a suitable 

practical formulation. Some work with a more practical 

focus has grown out of the interest in service-oriented and 

distributed computing technologies [10-12]. Our own 

previous work has resulted in the development of an 

effective analysis tool called MATTS (the Mobile Agent 

Topology Test System) to test and demonstrate the process 

of secure component composition [13].  

However, these previous results have concentrated on 

interactions between individual systems with strictly defined 

properties. In a crisis situation, systems tend to be managed 

in larger, more ad-hoc federations. For example, the London 

Emergency Services Liaison Panel (LESLP) ‘Major Incident 

Procedure Manual’ [14] defines co-ordinated procedures 

agreed by the emergency services for use in response to a 

major incident. According to these procedures services will 

form into Gold, Silver and Bronze units, associated with 

strategic, tactical and operational functions respectively. 

These units may be comprised of multiple individuals and 

systems that cut across different emergency services. Units 

operate both independently and co-operatively, and the 

potential composition issues involved are considerable. 

The issue of controlling data flow within such 

environments, and between organisations more generally is 

not itself new. However no single system has been able to 

provide a complete solution and a number of different 

approaches that attempt to resolve issues such as inter-

organisational access control have been proposed. A 

common approach is through the use of logical domains, 

within which different access policies can be established 

[15-17]. Whilst providing a practical method of 

interoperation between organisations, these do not tackle the 

issue of data flow across domains and how to manage it. 

More flexible systems have been proposed to accommodate 

for example Web Services [18] and mobile agent systems 

[19]. Increasing attention in the areas of virtual 

organisations and inter-organisational workflow 

management have also resulted in more complex access 

control mechanisms for use between multiple organisations 

[20-22]. These allow for finer-grained control of access in a 

way that tackles differences between organisations, however 

they assume a uniform system layered on top of existing 

access control mechanisms (or mediating between them). A 

technology called OBSCURE™ developed by TRT (UK) 

takes the approach of tying access control to data, rather 

than tying access control to systems, using encryption 

containers that protect data from unauthorised access [23]. 

While this provides a solution particularly appropriate for 

control of data flow in extraordinary and ad-hoc 

collaborations such as those described here, it provides a 

complete new access solution for all participating 

organisations, rather than dealing with the management of 

existing deployments. 

We know of no similar approach for tackling the issue of 

modelling potential incompatibilities between differing 

access control mechanisms to determine potential data 

leakage or security issues. Some work has considered 

formal modelling of access control interactions, but largely 

in the areas of Role-Based Access Control (RBAC) role 

conflicts [19, 24] or vulnerabilities in access control 

protocols [25]. These are generally not appropriate in 

dynamic contexts and are specific to particular access 

mechanisms. 

In contrast to these, our system is founded on the 

modelling of networks where problems may be dependent 

on the network structure, rather than being intrinsic flaws in 

the way individual access control mechanisms are applied. 

While in this paper we do focus on particular access control 

mechanisms, one of the principal aims of the work has been 

to allow flexibility, and as future work we intend to extend 

the system to highlight where the use of different access 

control mechanisms across different organisations may 

themselves be the source of vulnerabilities (or just as 

important: where they may not). 

III. SECURITY ANALYSIS MODEL 

Enforcing appropriate access safeguards is not just 

important from a security standpoint within an organisation; 

it can also be a legal requirement. Under EU Data Protection 

legislation [26], individually identifiable data collected by 

an organisation must also be protected
1
. Safeguards must be 

in place to ensure it is only used for designated purposes, 

and can only be passed on to other organisations given 

certain criteria have been met. In a crisis situation, data 

being transferred may include medical information, credit 

card details or police records, and in these cases enforcing 

adequate safeguards is likely to be especially important. Yet 

at the same time, allowing data to be accessed unimpeded 

may be crucial from the perspective of effective response. 

In such scenarios a variety of difficulties present 

themselves. 

 The security systems and policies across organisations 

may be inconsistent, making it difficult to adequately 

protect data using existing access control configurations 

[27]. An example might be where one organisation 

focuses on security using the Bell-LaPadula model, and 

another on integrity using the Biba model. 

                                                         

 
1
 It should be noted that data processing relating to public 

safety, defence, State security and the enforcement of 

criminal law are not addressed by this legislation. 



 Not all data channels between organisations can be 

controlled using technological or unassailable means. 

For example, many security breaches occur through 

physical transfers of data or word-of-mouth, which can 

be difficult to control [28]. 

 Networks and the flow of data between organisations 

rarely remain static, especially in crisis situations. 

Changes to data flows mid-operation can have a serious 

and unexpected effect on inter-organisation security 

characteristics [29]. 

 Any restrictions imposed for security reasons may have 

a consequent effect preventing data from going to where 

it’s needed. Balance is always required in order to ensure 

security doesn’t have a negative impact on operational 

effectiveness [29]. 

In order to mitigate such difficulties, we propose a system 

to model organisations and the data that flows between 

them. 

The basis of the model is that nodes representing 

organisations can be placed in a virtual environment, 

properties assigned to these nodes and data flows of various 

types assigned between them. The resulting system and 

interactions can then be automatically analysed, either after 

the system has been configured or dynamically as 

communication links are assigned between the 

organisations. The modelling tool incorporates a scripting 

technique to allow various properties to be analysed in a 

flexible manner. 

In the case where we wish to ensure data is transferred 

only to appropriate organisations, access criteria can be 

assigned to pieces of data within the model, along with the 

properties of organisations that may have access to the data. 

Organisations that may gain access through network 

transfers can be determined, and potential ‘weak spots’ in 

the system can be automatically identified. We will discuss 

what we mean by this more precisely later in this paper. 

Since data flows can be user-assigned, channels which may 

exist other than computer network links can also be 

included, such as those that may occur due to manual 

transfers where this is known to be a possibility. Moreover, 

changes to the network topology can be dynamically re-

evaluated to highlight any changes to potential risk areas 

prior to making any changes to real structures. 

In addition to describing the analysis process, we will also 

consider methods of re-structuring that can be used to 

mitigate dangerous or potentially risky interactions that may 

lead to data compromise. 

IV. MODELLING INTER-ORGANISATIONAL DATA ACCESS 

In order to understand data flow between organisations 

and potential access issues, we first present a rudimentary 

model of access control between organisations. 

Consider a situation involving a set A of n organisations, 

where A = {a1, a2,…, an}. These organisations might be 

emergency services, hospitals, companies, volunteer groups 

and so on. For the purposes of the model, we assume that an 

organisation may be split into sub-units. Consequently the 

police may for example be represented by more than one 

element from A. 

In our simplified model, we assume that all members of 

an organisation have access to data within that organisation. 

In general this assumption is too conservative; in fact access 

control procedures are likely to be in place within an 

organisation as well. However, as we will see later, in a 

crisis situation this may not be the case. Moreover, many 

commonly applied access control procedures can be 

modelled by splitting an organisation into multiple sub-units 

each unit having access to different data resources. 

Consider some organisation ai and piece of data d. The 

organisation ai forms part of a network made up of elements 

of A. Let  be all organisations downstream from ai; 

that is, all organisations reachable in the network from ai. 

Let 

 

represent the access rules that map a piece of data to the 

people entitled to access it, and 

 

represent the mapping of an organisation to its members. 

Then the general form of access policy we aim to ensure 

is that 

 

where X
 c
 represents the complement of the set X. 

Using naïve set theory, this is equivalent to saying that 

 

In other words, all of the people with access to the nodes 

downstream from ai, are within the set of users entitled to 

access the data d. This may seem a relatively 

straightforward requirement, but can be surprisingly 

important in a distributed environment. 

We’ll consider a specific case of this, where each piece of 

data is assigned a sensitivity level between 0 and 10 (with 0 

being most sensitive), and each organisation is assigned an 

access level from 0 to 10 (with 0 being greatest access). In 

this case, every member of an organisation is authorised to 

access data of that level or higher. So, suppose a user u has 

authorisation level α(u) and a piece of data d has sensitivity 

level σ(d), then u can access d iff α(u) ≤ σ(d). 

We can derive this scheme from the general case by 

stating that, for a piece of data d with sensitivity level σ(d),  

we define 

 

and for an organisation a with authorisation level α(a) we 

define 

 

Given the above definitions, we note that 

 

and so using these interpretations, our earlier access rule 

becomes 

 

which we can guarantee if 

 

which is equivalent to saying that 

 



 

Figure 1. Post-incident scenario. 

In other words, every downstream node has an 

authorisation level less than or equal to the sensitivity level 

of the data d (recall that a lower number represents greater 

access). We use this as a rule for the sake of demonstration; 

in reality a more complex rule is likely to be applied using 

the tool. 

To understand this better, the following section considers 

an example of how these access rules may be applied and 

incorporated into our modelling tool in practice. 

V. SCENARIO 

In our example scenario we assume an incident has 

occurred in which a passenger plane has veered off the 

runway at a major international airport. 

In the post-incident scenario, fire, ambulance and police 

units have arrived at the scene and set up  their individual 

Bronze command units. Located approximately a mile away 

at the airport fire station, a multi-agency Silver command 

unit has been set up with representatives from the fire, 

police and ambulance services, as well as from the airline 

company involved in the incident. This Silver command 

would then report to the Gold command located at the 

regional police force HQ, however we will omit this aspect 

for the sake of clarity. 

A rough representation of this scenario can be seen in 

Figure 1. The Bronze fire, police and ambulance services are 

collecting data about the incident at the scene. Within each 

control unit data is shared without restriction, as would be 

normal in such a situation. A data flow diagram of the 

situation would therefore look something along the lines of 

that shown in Figure 2. In this figure the authorisation level 

is shown below the node as a number between 0 and 10, 

where 0 is the highest authorisation level and 10 the lowest, 

and the node label is shown above the node. The details of 

each organisation are as shown in Table 1.  

We assume we’re only interested in the data stored by the 

Police on nodes a1 and a5 in our example, hence for the sake 

of simplicity there is no need to assign data sensitivity levels 

to nodes a2 – a4, a6 – a7  

With no connection between nodes a3 and a4, the topology 

is split into two groups: a1 – a3 (Bronze) and a4 – a7 (Silver). 

Within these groups the data can flow freely between 

organisations without causing a violation of the policy rules. 

We can see this since all of the nodes downstream from a1 

that may receive the data with sensitivity level 6 all have 

authorisation level of 6 or above. Similarly all those 

downstream from a5 have authorisation level of 8 or above. 

 

 

Figure 2. Multiple organisations communicating at different security levels. 

Now consider a possible data link between the two fire 

service units a3 and a4. If we were to look at the connection 

purely from the perspective of these two nodes in isolation, 

as would be the case with a simple negotiated connection, 

there would not on the face of it be any problem: both 

organisations have authorisation level 5 and can safely pass 

data between one another. 

However, if we take a holistic view, with data flowing 

into a3 from other nodes, adding the link may allow the 

police level 6 data from node a1 to be transmitted to the 

airline node a6, which has only level 8 authorisation. Such 

data might represent investigation data the police are 

accumulating that might relate to a criminal investigation, 

and which it may be important that the airline not be given 

access to. A more complex overview analysis considering 

more than just each pair-wise connection individually must 

therefore be applied.  

VI. MODELLING SYSTEM 

In order to highlight such vulnerabilities, we have 

developed a system that allows the creation of topologies 

such as that shown in Figure 2, after which an analysis can 

automatically highlight potentially problematic areas. Figure 

3 shows a screenshot of the system configured with the 

example topology. Each of the markers in the screenshot 

represents one of the organisations from Table 1 with Table 

2 explaining the symbols used for these markers. When 

creating the link between nodes a3 and a4 the network is 

analysed and the potential vulnerability is highlighted by 

generating a report and indicating the source and destination 

nodes that cause the problem. 

 

 

 
TABLE 1. NODE DETAILS. 

Label Organisation Authorisation level Data sensitivity level 

a1 Police 4 6 

a2 Ambulance 4 n/a 

a3 Fire Service 5 n/a 

a4 Fire Service 5 n/a 

a5 Police 5 8 

a6 Airline 8 n/a 

a7 Ambulance 5 n/a 

a5 

a6 

a7 

a4 
5 

8 

5 

5 

a2 

a3 

a1 

4 

5 

4 

? 

Silver Bronze 



 

Figure 3. The modelled environment. 

Using the software, networks can be tested prior to 

deployment in order to highlight any vulnerable areas. 

Should a problem be discovered, procedures can be 

implemented to mitigate the problem, as will be described in 

the next section. 

Additionally the system can be set to reflect real network 

structures, changing dynamically as the network changes 

and highlighting problems in real time as it does so. 

As we can see in Figure 3, in this case the software has 

identified the police and airline as being problematic source 

and destination organisations respectively. 

 
TABLE 2. KEY TO MARKER SYMBOLS. 

Symbol Organisation Related node labels 

P Police a1, a5 

+ Ambulance a2, a7 

F Fire Service a3, a4 

A Airline a6 

 

A. Risk Mitigation 

Having established the possibility of a policy violation 

through the analysis process described above, methods of 

mitigating this can then be put in place. In this case, a 

number of possibilities present themselves, depending on 

the requirements of the situation. 

 

 

Figure 4. Splitting the destination node to prevent access violations. 

 

 

Figure 5. Splitting the source node to prevent access violations. 

The most immediate solution would be to downgrade the 

sensitivity level of the data d to the authorisation level of 

node a6, or upgrade the authorisation level of a6 to the 

sensitivity level of d. However, neither of these options may 

be sensible or even possible for legal or operational reasons, 

as for example might be the case where a criminal 

investigation may be involved. 

An alternative would be to place safeguards somewhere 

between nodes a1 and a6 to ensure that the data is not 

transmitted between them. For example, by ensuring node a5 

has suitable access control mechanisms to prevent the data 

being distributed to a6. Indeed, such safeguards may already 

be in place, in which case the tool simply acts as a reminder 

to check that these have been properly deployed. 

Below we present two methods for re-organising the 

structure of the organisations and network, to ensure access 

violations do not occur. 

First, if the airline node a6 does in fact need access to the 

data d, but also includes members only authorised to level 8, 

say, then a6 can be conceptually split into two separate 

entities – one at level 8 and the other at level 6. In addition, 

any upstream nodes that a6 needs data from must also be 

split. Figure 4 shows how this might be achieved in the case 

where the airline company also requires data from the police 

in the Silver command centre at a5 in addition to access to d, 

but not any other upstream nodes.  

Second, we can split the police unit at a1 into two tiers. 

This case is similar, except that any nodes downstream from 

a1 must also be split if they require the data d from the 

organisation. Figure 5 shows an example of this, where 

Bronze ambulance service also requires access to the data. 

The benefit of this second process is that the data owner 

retains control of what is happening, relying less on having 

to trust other organisations within the network. It is also 

more likely to have control over its own structure and 

procedures, and is therefore in a better position to 

implement a restructuring of this kind.  

Although splitting an organisation into multiple tiers may 

sound drastic, this need only be applied conceptually. In 

reality it may simply involve putting in place procedures to 

ensure data is used only by certain roles, or imposing new 

technological measures such as setting up access control 

lists appropriately. 
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Figure 6. The adjusted network. 

When we run our adjusted network through the modelling 

tool, we find it successfully passes the analysis as shown in 

Figure 6, where no organisations are highlighted as being 

vulnerable and the result indicates that the network is safe. 

This suggests there are no immediate vulnerabilities relating 

to data flow in the system. 

B. Extensible Solution 

The above demonstrates a simple use for our modelling 

tool in highlighting particular vulnerabilities related to data 

flow between multiple organisations. As an automated 

system, more complex scenarios can be tested easily, 

immediately identifying problems that might be missed 

through manual checks in a large network. The analysis 

process itself is also reprogrammable using an XML 

scripting technique. In addition to the access control 

properties above, we have also applied the technique to 

boundary property analysis, information filtering and covert 

channel discovery. We believe it may be usefully applied to 

other scenarios which we also hope to tackle in the future. 

VII. CONCLUSIONS AND FUTURE WORK 

The interaction between different organisations sending 

data between them can result in violations of access control 

policies. This possibility arises unless rights metadata is 

coupled tightly with the data itself, interacting organisations 

have closely compatible access control mechanisms and 

policies, and all organisations in a system take care to 

consider how data may be transferred beyond its immediate 

destination. 

Even in time-rich situations, a secure system can be hard 

to achieve. However, in crisis situations involving dynamic 

interactions between multiple public and commercial 

organisations, the difficulty of providing adequate protection 

is substantially increased. Moreover, in such situations the 

need to ensure suitable safeguards are in place that do not 

hinder the ability of data to flow unimpeded to those 

organisations where it’s needed is especially acute. 

We have presented a modelling environment that can 

incorporate dynamic updates based on real network changes 

and which is able to highlight vulnerable areas of an inter-

organisation data network. The intention has been to show 

how such a tool can be used as a guide to centre attention on 

the areas that are of most importance, allowing adequate 

safeguards to be put in place. We demonstrated our 

approach and the implementation of our tool using the 

example of a hypothetical crisis situation; we also suggested 

ways to mitigate potential risks through the rearrangement 

of the network structure. 

At present only a small collection of data flow related 

vulnerabilities can be highlighted using our tool, and in our 

example we used a somewhat simplistic set of data access 

policies. In future work we intend to consider a wider 

variety of policies, ideally incorporating real systems 

commonly used within organisations for the purposes of 

security. In the longer term, we hope to assess the 

effectiveness of the tool in allowing better control of data 

flow between organisations using real-world case studies. 

While the work remains at a relatively early stage of 

development, we know of no other tools available for 

assessing real-world inter-organisation data flows in this 

way. Moreover, we believe our current implementation 

provides a good base to build on, allowing the application of 

useful techniques that go beyond security and operational 

effectiveness improvements in crisis situations. 
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