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Abstract

In this manuscript we deal with securing routing proto-
cols of mobile ad hoc networks (MANETs) against packet
dropping misbehavior. More specifically, we propose a so-
lution to protect control packets of reactive source routing
protocols against. Most current proposals focus on data
packets. Nonetheless, dropping control packets may be ben-
eficial for selfish nodes and malicious ones as well. For ex-
ample, simply by dropping RREQ (Route Request) packets
a selfish node could exclude itself from routes and thereby
avoid receiving data packets to forward. Similarly, a ma-
licious could drop RERR (Route Error) packets to keep the
use of failed routes, potentially resulting in a denial of ser-
vice. Our solution could be intergraded with any source
routing protocol. For the implementation in this work,
we have chosen one of the most secure protocols, namely
ENDAIRA. We assess our solution by an extensive simula-
tion study.

1 Introduction

Secure routing in MANET is a topic that attracts more
and more attention amongst researchers. When dealing
with the selfish misbehavior or the packet dropping attack
(Byzantine black hole attack), most of the current sophisti-
cated solutions focus on data packets. These solutions are
not directly applicable to control packets. The number of
control packets is too low compared with data packets, thus
the solutions that rely on a long experience before making
a judgment (such as the Bayesian-based methods [3, 10])
are inappropriate, and a more realistic threshold is required.
Further, some control packets are broadcast (RREQ), which
might require a separate monitoring solution. In this pa-
per we focus on these issues, and propose a comprehen-
sive solution to monitor the forwarding of control packets,
judge the monitored nodes, and isolate the detected misbe-
having nodes. Regarding the monitoring, we propose sep-
arate solutions for directed and broadcast packets. For the

first kind, we suggest the use of the two-hop ACK approach
[8], and we propose a promiscuous mode based approach
for the broadcast packets. As for the judgment, we propose
a redemption method allowing nodes that are observed to
forward packets to be redeemed. Finally, we propose to use
a witness based isolation method to isolate the suspicious
nodes. The remainder of this paper is organized as fol-
lows: The next section sketches related work, followed by
an overview of our solution and its integration with the rout-
ing protocol ENDAIRA [1]. The forth section will present
the simulation study, and the last one will conclude the pa-
per and sketch the perspectives.

2 Related Work

Many secure routing protocols have been recently pro-
posed for MANET. They aim at preventing the establish-
ment of falsified routes. SAR [18] is a general proposal that
can be implemented with a reactive routing protocol. It de-
fines the trust degree that should be associated with each
node, and ensures that a node is prevented from handling
a RREQ (Route Request) unless it provides the required
level. This way, data packets will be sent only through
trusted nodes, with respect to the defined level. SAODV
[18] is an implementation of SAR on AODV. One of the
difficulties of this approach is the definition of the trust
level. Further, assuming that nodes showing the required
trust level are genuine is not always correct. SRP [17] is
another secure routing protocol, based on DSR [7]. It pre-
vents spoofing attacks, but it is vulnerable to the wormhole
attack [4]. We also find this vulnerability in ARAN [6].
ARIADNE [14] is another DSR-based protocol that over-
comes this attack. There are different implementations of
this latter protocol; the first one is based on TESLA, the
second uses MACs (Message Authentication Codes), and
the most sophisticated uses digital signatures. However, it
has been illustrated that this protocol is vulnerable to some
fabrication attacks, which cause the construction of nonex-
istent routes [4]. To mitigate this attack, ENDAIRA [1] has
been proposed, which is very similar to the last version of



ARIADNE. Its idea is simply to sign RREP (route reply)
packets instead of RREQ ones. Note that all these secure
routing protocols do not handle packet dropping misbehav-
ior, hence they are vulnerable to the black hole attack, and
to the selfish behavior.

The watchdog [15] is the first solution dealing with the
packet dropping problem. Its principle is that each node in
the source route monitors its successor using the promis-
cuous mode. For this purpose, a source routing protocol
should be used. This basic solution has the advantage of not
requiring any overhead as long as nodes behave well, and it
could be applied both to data and control packets. Neverthe-
less, it is inappropriate when using the power control tech-
nique, employed by some new power-aware routing pro-
tocols following the watchdog’s proposal, such as [13, 9].
Moreover, it does not deal with the isolation step. When a
misbehaving node is detected, packets will be sent around
it, but no measures will be taken against it, which does not
prevent nodes from misbehaving. CORE [16] and CONFI-
DANT [3] are among the solutions that mitigate this prob-
lem, by defining some reputation and punishment strategies.
But these solutions rely on the watchdog technique in their
monitor component, thus inherit all its monitoring draw-
backs. Moreover, they require periodic exchange of repu-
tation information, which is costly and unnecessary so long
as nodes behave well. Another monitoring approach is the
employment of a kind of ACK packets known as two-hop
ACK [2, 8]. An interesting optimization of this approach is
the random asking strategy [12]. This latter has been used
in [10]. All these ACK-based solutions focuss on data pack-
ets, and are not directly applicable to control packets. In this
paper we treat this problem.

3 Solution Overview

We propose a general solution to monitor, detect, and
isolate control packet droppers. We deal with both directed
(unicast) and broadcast packets. For the monitoring we pro-
pose different approaches for each kind of packets. Re-
garding the directed packets we suggest the use of the two-
hop ACK approach [8]. As the number of these packets
is too low compared to data ones, the random optimiza-
tion approach [12] is not efficient. The two-hop ACK is
not applicable to broadcast packets, as it becomes too much
costly with this kind of packets. Therefore, we propose a
promiscuous-based solution to monitor control packets. Fi-
nally, We propose a redemption strategy for judgment and
a reputation-based approach for isolation, applicable to di-
rected packets as well as broadcast ones. However, the op-
timal values of thresholds used in judgment and isolation
may change according to the kind of packets, as illustrated
in the next section.

3.1 Directed Packets

The approach we suggest to use to monitor the for-
warding of directed routing control packets (RREP, RERR)
needs to be implemented with a source routing protocol.
Each node A monitors its successor B in the source route
and checks whether this latter forwards to C each packet it
provides, such that C is B’s successor in the source route
and A could be either the source or any intermediate node.
This process is repeated on each couple of hops until reach-
ing the final destination. The solution uses a special kind
of feedbacks called two-hop ACK [8], that travel two hops.
Node C acknowledges packets sent from A by sending this
latter via B a two-hop ACK. To ensure authentication of
two-hop ACK packets an asymmetric cryptography-based
strategy is used. Node A generates a random number and
encrypts it with C’s public key (PK), then appends it in the
packet’s header. When C receives the packet it retrieves the
number, decrypts it using its secret key (SK), encrypts it us-
ing A’s PK, and puts it in a two-hop ACK it sends back to
A via B. In the first hop (C,B) the ACK is not transmitted
in a separate packet, but piggybacked to the ordinary MAC
ACK. This inclusion and emloyment of the MAC ACK re-
duces the number of two-hop ACK packets as much as half
compared with a separate transmission on each hop. When
A receives the ACK it decrypts the random number and
checks whether it matches with the one it has generated,
in order to validate B’s forwarding regarding the appropri-
ate packet. However, if B does not forward the packet A
will not receive the two-hop ACK, and it will be able to
detect this dropping after a timeout. This strategy requires
a key distribution mechanisms enabling a security associa-
tion between each pair of nodes. To ensure this distribution,
a mechanism like the chain of trust [S] can be used. Note
that the same keys could be employed for other security pur-
poses at the other layers. As soon as the monitor node de-
tects that the number of packets dropped by the monitored
node exceeds a defined threshold, it considers this latter as
misbehaving and proceeds to its isolation. More discussions
of this threshold will be provided later.

Contrary to the watchdog, largely used by the current
detective solutions, this approach functions well regardless
the power control employment [8]. In [12], this solution
has been improved by the random asking strategy, in which
a monitor node does not continuously ask ACKs but it does
so randomly with a coefficient that depends on the behavior
of the monitored node. This strategy is efficient with data
packets, and decreases considerably the overhead. How-
ever, it is inappropriate with control packets, whose number
is too low, and with which we should be more severe. Re-
member that dropping RREPs (respectively RREQs) pre-
vents a selfish node from being included in routes, while
dropping RERRs allows a malicious node to launch a DoS



attack by preventing the destruction of broken routes. Also,
note that the overhead is not an important issue for this kind
of packets, since their number is low.

3.2 Broadcast Packets

For RREQs packets (which are broadcast), each node
monitors every RREQ it forwards or launches as a source.
The monitoring starts from the reception of the RREQ
(or its launch if the node is the source) and ends after
a timeout from its retransmission. For each RREQ, the
transmitter monitors all its neighbors. It should either
receive (or overhear) the RREQ or a RREP from every
neighbor, except the node from which it received the RREQ
if the node is not the source. If no one of these packets
is received from a neighbor B, then the monitor notices a
packet dropping for B. When a node observes that another
node B drops more than the configured threshold number
of packets it judges B as misbehaving, and tries to isolate it
as we will see later.

3.3 Redemption

To get over false detections that may occur due to nodes
mobility and channel conditions, we propose a redemption
strategy for both kinds of packets. The aim is to allow a
well-behaving node improving its reputation and tolerance
threshold after it has been observed to drop packets due to
mobility or collisions. This can be achieved by decreas-
ing the number of packets considered dropped each time it
is perceived to correctly forward packets. The pace of de-
creasing is not inevitably 1, but should be < 1 to prevent
nodes from abusing this redemption. That is, forwarding
one packet does not decrease the number of packets con-
sidered dropped by one. If the pace is m/n (such that
m,n € N;m < n), then forwarding n packets decreases
the number by m. More investigations into this parameter
(redemption pace) will be performed in the next section.

3.4 Isolation

After judging a node as misbehaving, the detector at-
tempts to isolate it. Isolating a misbehaving node means:
i) do not route packets through it, to avoid losing them, and
ii) do not forward packets for it, to punish it. A node A that
judges some other node B as misbehaving should not pun-
ish it unilaterally, but must ensure that this will be done by
all nodes. This is because when A unilaterally punishes B,
the others could consider A as misbehaving when they re-
alize that it does not forward packets for B. In social life, a
person that accuses another must show proof. One possible

way to prove the accusation is to get witnesses against the
accused person.

Similarly, to isolate a detected node we suggest the
use of a testimony-based protocol, already used with data
packets [10]. Upon a detection, the detector informs nodes
in its neighborhood about the dropper (the accused), and
asks for witnesses by broadcasting a WREQ (Witness
REQuest) packet. It also puts the detected node ID in a
special set we call a suspicious set. Each node receiving
the WREQ investigates the issue as follows:

3.4.1 Directed packets

The receiver of WREQ immediately sends a signed WREP
(Witness REPly) packet to the accuser if its suspicious set
includes the accused node (denoted by B). Otherwise, if
it has not enough experience with the accused node, and
if B is its neighbor then it asks the successor of this lat-
ter whether it has received packets forwarded from it, by
sending an ACREQ (ACcusation REQuest) packet, using a
route that does not include B. But first, in order to avoid
false accusations, the investigator should ensure that the ac-
cuser has really sent a packet to B to be forwarded to the
appropriate successor. One possible way to do this is to
check whether such a packet has been recently overheard,
using the promiscuous mode. The node also should check
whether B has sent the accuser an ACK just after overhear-
ing the data, to ensure that the former has really received the
packet and that the latter is not impressing it. If B’s succes-
sor has not recently received any packet forwarded from B,
it sends a signed ACREP (ACcusation REPly) packet to the
investigator, then this latter testifies for the accusation and
sends the accuser a signed WREP (Witness REPly) packet.

3.4.2 Broadcast packets (RREQ)

In this case the node, if it is a neighbor of B, merely checks
whether it has recently received (respectively overheard) ei-
ther any RREQ forwarded from this node, or a RREP orig-
inated from it. To do this, each node keeps the RREQs and
RREPs it receives in a buffer for a short time. If neither
RREQ nor RREP have been received then it testifies for
the accusation and sends the accuser a signed WREP (Wit-
ness REPly) packet. But it must first ensure that the accuser
node has really recently sent out a RREQ, by checking in
its buffer.

When the detector collects £ validation from its neigh-
bors, with at least one provided by direct experience (with-
out asking the successor of B), it broadcasts in the network
an accusation packet (AC) containing signatures of all the
validating nodes. The requirement of at least one direct wit-
ness aims at mitigating wrong accusations caused by false



testimonies [10]. Each node receiving such a valid accu-
sation isolates the guilty. Otherwise, if the detector fails
to collect k validation then it does not punish the detected
node, but keeps it in the suspicious set and could avoid send-
ing its own packets through it. The parameter k£ will be in-
vestigated in the simulation study.

3.5 Implementation

As mentioned earlier, we implemented our protocol with
ENDARA [1], that is based on DSR. Like all the reactive
protocols, this latter includes two steps; route discovery and
route maintenance. The route discovery is launched using
request packets (RREQ), and consequently a route will be
established using a reply packet (RREP), while the route
maintenance is ensured by employing RERR packets. This
basic protocol does not provide any security primitive. At-
tackers could create false routes, destroy valid ones, or per-
form any kind of attacks [11]. The most secure version of
ENDAIRA proposes to apply digital signatures on RREP
and RERR in each hop. And thus ensures a high security
level to the routes. We integrated our protocol to this secure
one, in order to enhance its security and make it immune to
packet dropping misbehavior.

4 Simulation Assessment
4.1 Simulation Setup

To evaluate our solution we made an extensive simula-
tion study using GloMoSim [19]. We simulated two kinds
of packet dropping. RREQ dropping, which represents the
selfish misbehavior and allows to evaluate our solution for
broadcast packets, and RERR dropping that represents a
malicious behavior aiming a DoS attack, which allows to
evaluate the solution with respect to broadcast packets.

We simulated a network of 50 nodes, moving in an
area of 150021000m? according to the random-waypoint
model [19], during 30 minutes. Each node has a power
range of 250m. We change the nodes’ speed from Om/s
to 4m/s, and for each value of the mobility we made the
measurements for three different configurations of misbe-
having: i) low misbehaving rate with 5 misbehaving nodes,
ii) medium rate with 12 misbehaving nodes, iii) and finally
high rate in which 20 nodes misbehave. For each configura-
tion we used 5 seeds, resulting in no less than 2000 scenar-
ios. The curves presented hereafter represent the averaged
values for those configurations.

The simulation study has been divided into two steps.
The first one establishes the best value of the intersect pa-
rameters of our protocol. Secondly, using these values we
compare our protocol vs. DSR and the basic ENDAIRA,
regarding both the efficiency and the cost.

4.2 Metric of Comparison

4.2.1 True Isolation Rate

The true isolation rate (TIR), or true positives, represents
the efficiency on packet droppers isolation. It is the average
rate of true isolation computed as follows:

n

Z tiiémi (1)

i=1,m;#0

TIR =

ti;: is the true isolation of node %, i.e the number of mis-
behaving nodes monitored and detected by node ¢, then iso-
lated in the network.
m;: the number of misbehaving nodes monitored by node
i.
n: the number of nodes.
k: the number of nodes that have monitored misbehaving
nodes (whose m; # 0).

4.2.2 False Isolation Rate

This metric (FIR) is very similar to the previous one. It is
the average rate of false isolations, given by the following
formula:

) k
1=1,m}#0

Where fi; is the false isolations of node 7, viz the num-
ber of well-behaved nodes monitored and wrongly detected
by node 7 and isolated, m/ is the number of well-behaving
nodes monitored by node ¢, and finally &’ is number of
nodes that have monitored well-behaving nodes (whose
m # 0).

These metrics are involved in the two steps of the simu-
lation. However the next ones are used in the second step,
as they illustrate the cost engendered by our solution.

4.2.3 End-to-end delay

We define this metric as the average time separating the
sending of a data packet from a source node and its arrival
to the corresponding destination. Formally speaking:

1 delay,;
delay = —
cay nbRec Z Z nbpr; )

i€ Rec jEPT;

Rec: is the set of destination nodes that received data
packets. Nodes that did not receive any data packet are
eliminated
nbRec: is the number of receiver nodes (|| Rec ||)
pr;: is the set of packets received by node ¢ as the final des-
tination. Packets that did not arrive to their destination are
eliminated.



nbpr; : is the number of packets received (|| pr; ||)

delay;: is the transfer delay of packet j, such that:

delay; = packet j arrival time to its destination - packet j
sending time by the source.

4.2.4 Energy

We define the average consumed power as:

n

average_power = E
=1

PC;
n

“4)

Such that PC} is the power consumed by node 7 dur-
ing the simulation, computed in GloMoSim using the NCR
Wavelan radio model [19].

4.3 Best Intersect Parameters’ Values

First, we investigate our redemption mechanism. We do
this by simulating RREQ dropping in scenarios of our pro-
tocol (enforced ENDAIRA in this implementation) with and
without redemptions, and compare the results. We chose
RREQ packets because the number of these packets is high
compared to the other control packets. Figures 1(a) and
1(b), representing respectively the false and true isolation
ratios, shows how the redemption approach hugely reduces
the false isolation, while keeping the true isolation close to
the non-redemption version. This latter has unacceptable
values of false isolations. In both figures, we explain the
increase of isolation ratios (false and true) with the mobility
by the fact that this latter causes more link breakage, which
engenders more RREQ retransmissions, thus more packets
to monitor. Note that the redemption version is much less
affected by the mobility with respect to false isolations com-
pared to the other one. The increase of true isolations, how-
ever, is a good result.

Now we try to find out the best values of parameters re-
lated to our protocol, namely the threshold number of pack-
ets upon which the node is accused, the number of wit-
nesses, and the redemption pace, for both the broadcast
(RREQ, tested by what we call the selfish behavior), and
directed packets (RERR tested by the malicious behavior).
We first start with broadcast ones.

From Figures 2(a) and 2(b) we realize that fixing this
threshold to three strikes a balance between true and false
isolations. The version representing this value has a very
tolerable true detection, too close to the one representing
the threshold value of two. This latter has high false isola-
tions(up to more than 20%), while the others (threshold four
and five) have too low true detections (lower than 50%). We
note that the false isolations are largely affected by the mo-
bility. This will be reduced by fixing the other parameters,
as will be illustrated later.

Parameter Value
Tolerance threshold 3
Broadcast packets Number of witnesses 2
Redemption pace 0.2
Tolerance threshold 1
Directed packets Number of witnesses 2
Redemption pace 0.8

Table 1. Best parameters’ values

Now we fix the previous threshold to 3, and try to find
the best value for the witnesses number. As can be seen
from figure 3(a), the version with two witnesses has good
true isolation values, just a bit below the version with one
witness and clearly above the others. On the other side, we
remark in figure 3(b) that the values of the one-witness ver-
sion is high and largely affected by the mobility, contrary
to the other ones which are less affected by the mobility.
Overall, the version with two witnesses is the one we con-
sider well-balanced between true and false accusations. We
made investigations in the same way to figure out the best
value of the redemption pace. After this investigation we
fixed this parameter to 0.2 (2/5). That is, for each 5 RREQ
packets forwarded, 2 dropped are forgotten. Curves of this
parameter are omitted due to space limitation.

Now we investigate the malicious RERR packets drop-
ping. As depicted in figure 4(a), fixing the tolerance thresh-
old to one gives much better true isolation rate compared to
the other values. On the other hand, the difference regarding
the false isolations between all the versions is minor (figure
4(b)). Further, they are less affected by the mobility. There-
for, we fix this parameter to one.

As for the number of witnesses, we can see that the ver-
sion with three witnesses has low true isolations (figure
5(a)), while the version with one witness shows relatively
high false isolations (figure 5(b)). We thus opt for two wit-
nesses. The results concerning the redemption pace (whose
curves are omitted due to space limitation) show the best
value is 0.8.

Table 1 illustrates the best values of our protocol’s
parameters for both the directed (RREQ) and broadcast
(RREP) packets. Investigations on RREP indicated that the
best values for this kind if packets are the same as the one
for RERR.

4.4 Comparison

Now we set the previous parameters to their best values,
and compare our protocol (we note by ENDAIRA+) with
the basic ENDAIRA and DSR. Our protocol clearly out-
performs both DSR and ENDAIRA with respect to packet
dropper isolation, since those latter simply do not detect
such a misbehavior. Figure 6(a) shows how our protocol,
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has high true isolations, especially when the mobility in-
crease. On the other hand, figure 6(b) shows that the false
isolation rate has been considerably reduced when fixing
optimally the parameters, and more importantly that the
protocol becomes less affected with the mobility. The cost
of this misbehavior detection is a small rise in both delay
and power consumption, compared with ENDAIRA. For
the delay, presented in figure 7(a), the big difference be-
tween DSR and the other secure protocols is basically due
to cryptographic primitives (digital signatures computations
on RREP packets) used by those latter. The increase with
the mobility can be argued by the fact that mobility causes
the launching of more route discoveries, thus more latency
due to cryptography computation before sending the data
packets. The most important issue here is the minor differ-
ence between ENDAIRA and our protocol. This difference
is due to the monitoring procedures. Finally, we observe

almost the same differences regarding energy (figure 7(b)).
The difference between the protocols is due to the overhead.
The small difference between ENDAIRA and our protocol
indicates that the cost of the control packets added by the
latter (overhead) is minor. The only difference between this
figure and the previous one is the reduction of the power
consumed (especially for the secure protocols) with the mo-
bility. This is mainly due to the increase of packets lost
when the mobility is risen. This was not observed for the
delay because the packets lost are not used for the compu-
tation of this metric.

All these results were obtained by simulating RREP
dropping. All but the same results were obtained with the
RERR dropping simulation. Curves of these latter are omit-
ted due to space limitations.
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5 Conclusion

In this paper we proposed a general solution to packet
dropping misbehavior in mobile ad hoc networks. The so-
lution allows to monitor, detect, and isolate the droppers.
We implemented the solution with the secure source routing
protocol ENDAIRA, and made a comprehensive simulation
study to first fix the crucial parameters of our solution to op-
timal values, and then to compared it with the basic proto-
cols. Usually, the MANET nodes’ mobility causes degrada-
tion in efficiency of protocols, but in our case we remarked
that it helps improving the true positives of our solutions.
Nonetheless, we also remarked that it degrades the false
positives. After setting the parameters to the optimal val-
ues, the latter metric becomes less affected by the increase
of the mobility, which renders the protocol adaptable to the
mobility. Compared with ENDAIRA, the cost of our proto-
col is really minor, in both latency and power consumption.
However, there is an important difference between these se-
cure protocols and DSR, as this latter does not ensure any
security primitive. This difference is caused mainly by the
employment of digital signatures, which indeed are robust
but costly. Implementing our solution with another lighter
secure routing protocol could represent a perspective to this
work. Proposing a solution for self setting the parameters
according to network configuration and conditions also rep-
resents a potential perspective.
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